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Citrix Workspace™ app for Android

Citrix Workspace app for Android provides on-the-go tablet and phone access to:

* Virtual apps and desktops.
» Touch-enabled apps for low-intensity use of tablets as alternatives to desktop computers.

The preferred method to update or install Citrix Workspace app for Android is from Google Play

using an Android device. Automatic updates are allowed when new versions are available.

For information about the features available in Citrix Workspace app for Android, see Citrix

Workspace app feature matrix.

For detailed information about the features, fixed issues, and known issues, see the About this

Release page.

For information about deprecated items, see the Deprecation page.

Language support

Citrix Workspace app for Android is adapted for use in languages other than English. For a list of

languages supported by Citrix Workspace app for Android, see Language support.

Reference articles

» Tech Paper: Citrix Workspace app quick start guide

» Tech Brief: Workspace Single Sign-On

» Tech Brief: Seamless Authentication Options on Citrix Workspace app
» Tech Brief: Citrix Workspace

» Global App Configuration service

» Developer documentation - Citrix Virtual Channel SDK

» Developer documentation - OEM Reference Guide

» Citrix Workspace app for iOS

» Citrix Workspace app release timelines

© 1997-2026 Citrix Systems, Inc. All rights reserved.
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What’s new in related products

» Citrix DaaS

Citrix Workspace

e StoreFront

Citrix Workspace app for iOS

» Workspace user interface (Ul)

Legacy documentation

For product releases that have reached End of Life (EOL), see Legacy documentation.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

16


https://docs.citrix.com/us/en/citrix-daas/whats-new.html
https://docs.citrix.com/us/en/citrix-workspace/whats-new.html
https://docs.citrix.com/us/en/storefront/current-release/whats-new.html
https://docs.citrix.com/us/en/citrix-workspace-app-for-ios/whats-new.html
https://docs.citrix.com/us/en/citrix-workspace/whats-new/whats-new-workspace-user-experience.html
https://docs.citrix.com/us/en/legacy-archive/workspace-app-and-receiver.html#citrix-workspace-app-for-android

Citrix Workspace™ app for Android

About this release

Learn about new features, enhancements, fixed issues, and known issues.

NOTES:

» We would love to hear your valuable feedback on the latest version, which you can
provide by navigating to Settings > Report Issue. Both verbose logs and screenshots

can be shared with us from here.

* Looking for features in Technical Preview? We have curated a list so that you can find

them in one place. Explore our Features in Technical Preview page and share your

feedback using the attached Google form link.

What's new in 26.7.0

This release has the following new features and enhancements.

» Improved Session Toolbar Experience
» Support for Two-Finger Horizontal Scrolling

e Support for One Ul 8 on Samsung DeX

Improved Graphic Settings Usability and Automatic Synchronization

Support for In-Session FIDO2 Passkeys for Passwordless Sign-In

» Deprecation Notice

Improved Session Toolbar Experience

Citrix Workspace app for Android improves the session toolbar experience by improving visual
consistency and enhanced usability on Android tablets and phones. The application updates
include new toolbar notch and keypad assets. The toolbar functions consistently across all tablet
orientations and the interaction between the in-session keyboard and toolbar is also improved to

provide a seamless experience.
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Support for Two-Finger Horizontal Scrolling

Citrix Workspace app for Android now supports two-finger horizontal scrolling on a trackpad.

Support for One UI 8 on Samsung DeX

Citrix Workspace app for Android now supports the Enhancement to support desktop-like
experience in a single session on Samsung DeX and Extend display features on Samsung One Ul

8 external display DeX (Desktop eXperience) screen.

Improved Graphic Settings Usability and Automatic Synchronization

Citrix Workspace app for Android improves the graphic settings usability and enables automatic
synchronization with native Android OS display and DPI (Dots per Inch) changes. For more

information, see Graphics and Display

Support for In-Session FIDO2 Passkeys for Passwordless Sign-In

Citrix Workspace app for Android now supports FIDO2 passkeys for passwordless sign-in within
HDX virtual apps and desktops. This enhancement includes cross-device authentication, allowing
you to approve sign-in requests using a nearby device (for example, another phone or a tablet
through Bluetooth). This feature expands on previous functionality, which limits passkeys to the
same Android device. The update provides greater flexibility, enhanced security through phishing-

resistant passkeys, and a familiar in-session authentication experience.

Deprecation Notice

Starting with Citrix Workspace app for Android 2703, the application removes the EDT setting from
Settings > Advanced > EDT. The Administrators can continue to manage EDT through
administrative policies. This change simplifies the user experience and ensures consistent

configuration.

For more information, see Citrix Workspace app for Android deprecation.

Fixed issues in 26.7.0

There are no fixed issues in this release.

Known issues in 26.7.0

There are no new known issues in this release.
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For a complete list of issues in the earlier releases, see the Known issues section.

Earlier releases

This section provides information on the new features and fixed issues in the previous releases

that we support as per the Lifecycle Milestones for Citrix Workspace app.

26.3.10

What's new

This release addresses areas that improve overall performance and stability.

Fixed issues

» During Auto Client Reconnect (ACR), the underlying session window becomes transparent,

exposing the app activity to the user.

» When you connect your device to an external monitor in mirror mode, the Inspect & Connect

dialog doesn't dismiss after you interact with it.

* When you add a store for the first time and internal beacons are configured, the app might
show a loading screen. You might see this screen for up to two minutes before apps become

accessible.

» The soft keyboard launched from the session might still leave the Inspect & Connect dialog

visible underneath.

* In Samsung DeX mode, launching a session for the second published app still leaves the

Inspect & Connect dialog visible.

* When MDM sets settings_manual_reconnect to true, Citrix Workspace app for Android might

not apply the value.

 After logging out of a launched published resource from a cloud store, the resource icon shows

a persistent spinner, and subsequent relaunch attempts fail.

* In a modern launch-enabled store, logging out of a published resource keeps the icon spinning

and prevents relaunch.

» On One Ul 8 external DeX displays, system shortcut passthrough requires two Alt+Tab

presses because the first key combination is ignored by the system.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 19
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26.3.0

What's new

The following are the features:

» Always On Tracing (AOT)

» Smarter control of reconnection alert using Mobile Device Management (MDM) and Global App
Configuration Service (GACS)

» Mobile Device Management (MDM) nested JSON configuration support
» Enhanced automatic keyboard show-hide with Windows VDA
 Improved support for EDT Lossy connections with Secure HDX

» Anti-keylogging support for Web Interface

» Real-time keyboard settings in Citrix Workspace app for Android

* |dP chained logout on inactivity timeout

» Session toolbar configuration through Global App Configuration service and Mobile Device

Management
» Deprecation announcement of Android 13

» Deprecation notification of legacy features

Always On Tracing (AOT)

Citrix Workspace app for Android now supports Always On Tracing (AOT), continuously capturing
readable diagnostic logs for user sessions and system events to simplify troubleshooting and

reduce reliance on Citrix Support.

For more information, see Uploading the AOT logs from Citrix Virtual Apps and Desktops core

components in Citrix Virtual Apps and Desktops™ documentation.

Smarter control of reconnection alert using Mobile Device Management (MDM) and
Global App Configuration Service (GACS)

With this feature, you can do smarter control of reconnection alert dialog after SR/ACR expiry

using Mobile Device Management (MDM) and Global App Configuration Service (GACS).

When the internet connection is lost and the app attempts to reconnect, the app triggers Session
Reliability (SR) and Auto Client Reconnect (ACR). If the session does not resume before SR/ACR

expiry, the app displays a Reconnection Alert dialog prompting the user to reconnect.
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Mobile Device Management (MDM) and Global App Configuration Service (GACS) can now control
this reconnection alert dialog. MDM and GACS policies determine whether the system shows the

Reconnection Alert dialog after SR and ACR have both expired.

For more information, see Smarter control of reconnection alert using Mobile Device Management
(MDM) and Global App Configuration Service (GACS) in the configure Citrix Workspace app using

Unified Endpoint Management solutions article.

Mobile Device Management (MDM) nested JSON configuration support

Citrix Workspace app for Android supports nested JSON structures for Mobile Device Management
(MDM) configuration and complies with the AppConfig (appconfig.org) guidelines. Organizations
can define structured, hierarchical configuration values for advanced use cases, following industry

standards for managed app configuration on both platforms.

For more information, see Mobile Device Management (MDM) nested JSON configuration support

in the configure Citrix Workspace app using Unified Endpoint Management solutions article.

Enhanced automatic keyboard show-hide with Windows VDA

Citrix Workspace app for Android version 26.3.0 improves the automatic keyboard show-hide
behavior when connecting to Windows Virtual Delivery Agent (VDA). This enhancement provides
more intelligent keyboard management that responds to user interaction patterns, reducing

unintended keyboard dismissals during active input sessions.

In earlier versions, Citrix Workspace app for Android immediately hid the on-screen keyboard
whenever the Windows VDA sent a hide keyboard request, regardless of the user's current
interaction context. This approach sometimes caused the keyboard to disappear unexpectedly
during active typing sessions, interrupting user workflows and requiring manual keyboard

reactivation.

For more information, see Enhanced automatic keyboard show-hide with Windows VDA.

Improved support for EDT Lossy connections with Secure HDX

Citrix Workspace app for Android now includes enhanced logic for EDT (Enlightened Data
Transport) lossy connections in direct communication scenarios between the client and the
Virtual Delivery Agent (VDA). Previously, enabling EDT lossy for audio and graphics transmission
required DTLS. Now, this requirement has been removed, simplifying configuration and improving

flexibility.
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With this update, Secure HDX 2.0 is now recognized as a valid encryption method for lossy
packets, eliminating the dependency on DTLS when Secure HDX is in use. This improvement
delivers a more secure and flexible connection experience. It is beneficial for environments using
HDX Direct or Secure HDX configurations, while encryption standards are maintained without

relying solely on DTLS.

Anti-keylogging support for Web Interface

Citrix Workspace app for Android now provides anti-keylogging support for Web Interface (Custom
Portal) environments. This feature protects sensitive information by preventing malware keyboards
and custom keyboards from capturing keystrokes on the sign-in screen, resource enumeration
screen, and during Citrix Virtual Apps and Desktops sessions. Anti-keylogging support was
previously available only for cloud store and on-premises store configurations, and now extends to

Web Interface deployments for enhanced security across all Workspace app environments.

Real-time keyboard settings in Citrix Workspace app for Android

Citrix Workspace app for Android now applies keyboard setting changes immediately during active
sessions without requiring a session reconnection. This enhancement eliminates the previous
workflow where users needed to disconnect and reconnect their sessions for keyboard

configuration changes to take effect.

Previously, users who modified keyboard-related settings in Citrix Workspace app for Android such
as Keyboard Layout Sync, External Keyboard Input Mode (Scancode/Unicode), or other keyboard
preferences experienced workflow interruptions. These changes required ending the current
session and establishing a new connection before the updated settings became active. This
process disrupted productivity and created friction in the user experience, particularly for users who
frequently adjust their keyboard configurations to match different work contexts or VDA

environments.

Feature limitations

» Changes apply to the current active session; multiple concurrent sessions require individual

configuration.

» Some advanced keyboard features might have brief synchronization delays depending on

network conditions.

» External keyboard detection occurs at connection time; hot-swapping keyboards might require

a brief configuration refresh.

For more information, see Real-time keyboard settings in Citrix Workspace app for Android.
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IdP chained logout on inactivity timeout

Citrix Workspace app for Android now supports Identity Provider (IdP) chained logout when
Workspace sessions time out due to inactivity. This enhancement ensures that both the Workspace
session and the associated IdP session terminate when an inactivity timeout occurs, requiring

users to re-authenticate with the IdP for subsequent login attempts.

For more information, see IdP chained logout on inactivity timeout.

Session toolbar configuration through Global App Configuration service and Mobile

Device Management

Citrix Workspace app for Android supports centralized session toolbar configuration through both
Global App Configuration service (GACS) and Mobile Device Management (MDM) solutions. This
enhancement allows administrators to control which toolbar options users see during their
sessions, standardizing user experiences across the organization while maintaining security and

compliance requirements.

For more information, see Session toolbar configuration through Global App Configuration service

and Mobile Device Management.

Deprecation announcement of Android 13

Starting with version 26.3.0, Citrix Workspace app for Android doesn't support Android 13.

Citrix recommends updating devices to the latest available Android version to ensure optimal

performance, security, and compatibility. For more information, see Deprecation.

Deprecation notification of legacy features

Starting with version 26.3.0, Citrix Workspace app for Android doesn't support the legacy features

like Metro Apps and Citrix Casting. For more information, see Deprecation.

Fixed issues

* When users launch Workspace on the native device screen and then move the session to an
external monitor, Ul elements display at an incorrect size that appears too large. The app fails
to properly adjust font scaling and icon sizing when transitioning between displays with different
DPI settings.

» When users launch a desktop session on the Samsung DeX screen and click the Extend
toolbar button after the session completes loading, the extended screen resizing progress
indicator continues displaying indefinitely. The app fails to automatically dismiss the progress

indicator when screen resizing finishes.
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» When you enable the policy setting Use video codec for compression and set the value to
For the entire screen, the multi-display support on Samsung DeX feature might not work. The

app becomes unresponsive when you click the Extend button with this policy enabled.

* When users access the toolbar, the External Camera option always displays even when no
USB camera is attached to the device. The app fails to dynamically check for USB camera

presence before showing the toolbar option, causing users to see an unavailable feature.

25.11.0

What's new

Seamless single sign-on for Entra ID joined VDAs

Starting with version 2511, Citrix Workspace app for Android supports seamless single sign-on
(SSO0) support with Microsoft Entra ID joined VDAs on cloud deployments. Previously, users were
prompted for credentials when launching HDX sessions with Microsoft Entra ID joined VDAs
because SSO was not available for this scenario. This change provides admins the option to
configure SSO - the need to enter credentials at session launch can be omitted, streamlining

authentication for organizations using Entra ID as their primary identity provider.

With this feature, users migrating from Active Directory to Entra ID can launch sessions without

manual credential entry, delivering an improved and simplified authentication experience.

For system compatibility and end-to-end configuration steps, see Seamless single sign-on for
Entra ID joined VDASs.

Loss tolerant mode for audio

Mobile users experience audio issues such as choppy sound, echoes, and disruptions during
virtual sessions when connecting through networks with high latency and packet loss. These
issues impact communication and productivity. Citrix Workspace app for Android version 25.11.0
supports audio over EDT lossy for Android to provide consistent, high-quality audio comparable to

desktop platforms.

This feature uses EDT (Enlightened Data Transport), a Citrix UDP-based protocol that performs
effectively on challenging network conditions. Audio over EDT Lossy optimizes real-time audio

streaming and delivers improved audio quality with minimal stuttering or dropouts.

The feature enhances real-time streaming and improves audio quality over EDT for users

connecting through networks with latency and packet loss.
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For more information about loss tolerant mode and EDT, see Additional information in the Citrix

Virtual Apps and Desktops documentation.

Loss tolerant mode for audio is enabled by default. To disable or re-enable this feature, complete

the following steps:

1. Enable HDX adaptive transport (EDT).

2. Enable loss tolerant mode for audio.

Seamless integration of deviceTRUST® with Citrix Workspace™ app for Android

Citrix Workspace app for Android version 25.11.0 includes deviceTRUST integration, which
enhances security through continuous device posture checks within sessions. deviceTRUST
integrates with Citrix Workspace app for unified deployment. For more information, see
deviceTRUST.

Key features

The key features are:

* Integrated functionality: Version 25.11.0 and later installs the deviceTRUST Client Extension
by default as part of Citrix Workspace app for Android, simplifying deployment and

management.

e Continuous posture checks: This feature enhances security by performing continuous
checks on the endpoint device's context and security posture within sessions, supporting Zero

Trust security models.

» Administration: Administrators use the deviceTRUST console to configure policies and

manage device trust settings.
» Enhanced visibility: Provides comprehensive device information for security administrators.
» Seamless user experience: Performs transparent security checks without user intervention.

For Device Trust configuration with Citrix Virtual Apps and Desktops, see Getting Started for
Remote in deviceTRUST® 2507 LTSR.

Persistent client names for Android devices

In previous versions, Citrix Workspace app for Android dynamically regenerated the Terminal
Service (TS) client name—for example, roid-XXXXXX—each time the device underwent a factory
reset and the app was reinstalled. This process created issues for organizations that depend on

client names for resource access, such as printer assignments. Users lost their printer
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configurations and had to request access again, creating additional work for users and IT

administrators.

Version 25.11.0 maintains the same TS client name or generates it predictably using stable device
identifiers (such as serial numbers) or user information. This enhancement reduces administrative

overhead significantly.

Benefits

» Consistent resource access: Users retain their assigned printer access and other

configurations after the device resets.

* Reduced administrative overhead: IT teams no longer reconfigure printer access or other

settings after device re-enrollments.
* Improved user experience: Users experience smoother operations without losing settings.
» Enhanced scalability: Organizations can scale their Citrix deployments on mobile devices

more efficiently.

Administrators can configure or override client names through MDM or UEM solutions (for

example, Intune, CEM) or GACS for flexibility and control.

For more information, see Persistent client names for Android devices.

Enhanced on-screen keyboard experience
Citrix Workspace app for Android 25.11.0 improves the automatic keyboard display behavior when

you connect to Windows Virtual Desktop Agent (VDA) 2511 desktops.

These enhancements improve usability when you interact with input fields and taskbar elements

near the bottom of the desktop session while using the on-screen touch keyboard.

For more information, see Enhanced on-screen keyboard experience.

Enhanced USB diagnostic tool for VDA

Citrix Workspace app for Android 25.11.0 enhances the USB diagnostic tool that's deployed with
the VDA. This enhancement enables customers to diagnose configuration and runtime issues

related to USB redirection.

For more information, see USB diagnostics tool article in Citrix Virtual Apps and Desktops

documentation.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 26


https://docs.citrix.com/us/en/citrix-virtual-apps-desktops/devices/usb-devices/usb-diagnostics-tool.html

Citrix Workspace™ app for Android

Synchronized audio volume control with audio device auto sync

Citrix Workspace app for Android 25.11.0 supports audio volume control and synchronizes

playback volume and mute status in real time between the client device and the server system.

When you start a session, the app sends the client's playback volume to the server and sets the
recording volume to 50. You can adjust playback volume from either the client or the server.

Platform limitations restrict recording volume control to the server only.

Technical Preview feature

» Improved reconnection experience for mobile VDI users

Fixed issues

* When using Samsung DeX dual mode, the session automatically enters presentation mode,
causing the mouse cursor to freeze at the top left corner of the screen and preventing the

session window from receiving mouse and keyboard input.

» When a session disconnect occurs, subsequent session launches fail because the CGP socket

connection doesn't close cleanly, leaving the VDA in the first session state.

25.9.0

What's new

Visibility in to real-time progress during resource launches

Starting with version 25.9.0, Citrix Workspace app for Android provides granular progress status
during the launch of apps and desktop. This feature provides real-time feedback during the launch
of the virtual desktop or application with a progress tracking system. This functionality allows users
to monitor the status of the launch in real-time, helping to manage expectations and reduce

uncertainty.

For more information, see Visibility in to real-time progress during resource launches.

Multimonitor experience improvements

Starting with version 25.9.0, Citrix Workspace app for Android enhances the external display
experience on Android tablets. The app now provides seamless support for presenting sessions on
an external display in both mirror mode and screen-extension mode. The app honors the whole

screen of the external display only, instead of mirroring the graphics as the OS does. This
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functionality ensures smooth transitions when plugging in or unplugging an external monitor

without visual glitches.

For Samsung DeX dual mode on One Ul 7 and earlier, the DeX display is ignored if the session is

launched on the device screen.

Enhanced troubleshooting with Citrix Troubleshoot Connection

Previously, resolving virtual app or desktop launch issues typically required assistance from IT
support. With the enhanced Citrix Troubleshoot Connection feature for Cloud stores and an
improved Ul, the Citrix Workspace app now enables users to self-diagnose and fix launch issues
through clear error messages and guided recommendations. Users will see detailed error
information along with a Fix Issue button. Common problems such as network connectivity issues
or unavailable resources can now be resolved using one-click recovery actions. This reduces
reliance on IT support and helps users get back to work faster. For more information, see Citrix

Troubleshoot Connection.

Deprecation announcement of Android 13
Starting with version 25.9.0, Citrix Workspace app for Android no longer supports Android 13.
Citrix recommends updating devices to the latest available Android version to ensure optimal

performance, security, and compatibility. Support for Android 13 will be fully deprecated in the

26.3.0 release.

For more information, see Deprecation.

Deprecation notification of legacy features

This is a notification for deprecation of legacy feature support for Metro Apps and Citrix Casting in
the near future. The support for these features will be deprecated in the upcoming releases. If there

are any concerns, reach out to your account contact.

For more information, see Deprecation.

Fixed issues

» When users click the keyboard button in the toolbar during a VDA desktop session with full

H.264 mode, the session images turn dark.

The issue occurs when the DDC policy Use Video Codec for compression is set to For the
entire screen, causing the screen to display incorrectly instead of maintaining normal session

visibility.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 28



Citrix Workspace™ app for Android

» CSI 2.0 displays an incorrect Windows VDA version (7.xx.xx) instead of the current version
(250%.xXx).

The issue occurs when the system fails to retrieve the VDA version from CQI. Citrix Workspace
app now retrieves the VDA version from CQIl when available, ensuring the correct version

displays.

» Gray edges appear on both sides of sessions when using OneUl 7 tablet DeX screens with

physical keyboards after restoring the session window from full screen to normal window state.

The issue occurs because session graphics fail to fill the entire window properly on Samsung
Galaxy devices running OneUl 7.0. Citrix Warkspace app now properly renders session

graphics to fill the entire window, eliminating the gray edges.

» The user name field auto-populates with the user's full name instead of remaining empty when
switching from external network Microsoft Entra ID authentication to internal network native

authentication.

The issue occurs because the app retains user profile data from the previous Microsoft Entra
ID login session and stores the full name as user name in SharedPreferences. Citrix
Workspace app now properly clears cached user profile data when switching authentication

methods, ensuring the user name field remains empty on the native login screen.

25.7.0

What's new

Auto-launch desktops and apps

Starting with version 2507, Citrix Workspace app for Android automatically launches designated

desktop or applications upon user login based on administrator preferences.
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For more information, see Auto-launch desktops and apps.

Optimizing in-session audio with echo cancellation for Android

Starting with version 2507, Citrix Workspace app for Android introduces enhanced audio and video
quality for Citrix Virtual Apps and Desktops sessions through intelligent echo cancellation
technology. This feature automatically reduces feedback and background echo during audio and
video calls, providing a clearer communication experience on supported devices with the required

hardware.

This feature might not work as expected on certain devices due to hardware limitations,

software inconsistencies, or conflicts with existing audio processing features.

Optimal performance

Our testing shows that this feature works well on Google Pixel devices, which provide consistent

audio processing capabilities and optimal hardware support for echo cancellation.

Support for App Protection Anti-Keylogging

Starting from the 25.7.0 version, Citrix Workspace app for Android supports the App Protection
Anti-Keylogging feature.

Anti-Keylogging is a security feature that prevents malicious software (malware) from capturing
user input made. The input that is made into the Citrix Workspace app and this feature prevents

exfiltration of confidential information such as user credentials and other sensitive information.
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Session Launch Experience Improvement

Previously, the launch progress dialog box wasn't intuitive to the users. The notification message
was static. A gray screen appeared prior to the desktop image rendering, which resulted in a flicker

and glitch-like effect.

Starting with version 25.7.0, Citrix Workspace app for Android ensures an enhanced desktop
launch experience. Now, you experience a seamless, flicker-free transition to your desktop without
intermediate screens. Users can view meaningful notifications about the launch progress. This

feature is enabled by default.

The improved app and desktop launch experience is more informative, modern, and provides a
user-friendly experience on Citrix Workspace app for Android. This new improved launch
experience helps to keep the users engaged with timely and relevant information about the launch

status.

Enhanced Connection Strength Indicator

Starting with 25.7.0 version, Citrix Workspace app for Android supports more features to the

existing feature Connection Strength Indicator (CSI) on the new in-session toolbar.

For more information, see Enhanced Connection Strength Indicator.

Fixed issues in 2507

* When you start a session, the Android devices display incorrect endpoint names in Citrix
Director. It shows default names in the format "roid-XXXXXX" (based on device ID) instead of

the actual device name.

2505.10

This release addresses areas that improve overall performance and stability.

Fixed issues

There are no fixed issues in the release.
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25.5.0

What's new

Enhanced mouse pointer mode

Starting with the version 25.5.0, Citrix Workspace app for Android introduces enhancements to
mouse pointer mode, providing a smoother and more consistent experience. The mouse pointer

now moves more naturally by responding to swipe velocity.

Default display settings

Previously, the default display setting was Fit screen.

Starting with version 25.5.0, Citrix Workspace app for Android unifies session resolution settings
across mobile platforms. By default, sessions use Match client DPI mode, which matches the

client's DPI for a sharper, more consistent experience across devices.

For more information, see Default display settings.

Support for floating window mode

Starting with the 25.5.0 version, Citrix Workspace app for Android introduces support for the
floating window mode. Previously, when users switched to other mobile apps, the session window

was minimized and moved to the background.

This enhancement enables users to switch the session to a floating window, providing greater
flexibility and multitasking capabilities. With this feature, Users can seamlessly transition their

virtual desktop or application session into a resizable, movable floating window.

Prerequisites

To enable this feature, go to Settings > Advanced and turn on Floating window.

Benefits

The floating window feature improves multitasking by allowing users to keep their virtual desktop or
application session in a resizable, movable window while using other mobile apps. This feature is

helpful for referencing documents or switching between the virtual session and other apps.

For more information, see Support for floating window mode.
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Enhanced virtual desktop screen resizing experience

Starting with the 25.5.0 version, Citrix Workspace app for Android ensures a smooth transition and
prevents gray screens and flickers when resizing or stretching your virtual desktop screen. This

feature is enabled by default.

Support for App Protection Anti-Keylogging

Starting from the 25.5.0 version, Citrix Workspace app for Android supports the App Protection
Anti-Keylogging feature.

Anti-Keylogging is a security feature that prevents malicious software (malware) from capturing
user input made into the Citrix Workspace™ app. This feature prevents exfiltration of confidential

information such as user credentials and other sensitive information.
For more information about the feature, see App Protection documentation.

Fixed issues

There are no fixed issues in the release.

25.3.0

This release addresses areas that improve overall performance and stability.

Minimum support version

Citrix Workspace app for Android 25.3.0 requires Android 13 as the minimum supported version to
maintain compatibility and to ensure continuous support for devices that are updated to Android 13.

For more information, see System requirements and compatibility.

Fixed issues

In a few instances, the Android Client name appeared as null in Citrix Director and Citrix Studio.

25.1.2

What's new

This release addresses areas that improve overall performance and stability.
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The release version 25.1.2 includes fixes and the new features from version 25.1.0.

Fixed issues

When you start an app, it opens in a tiny window that can't be used. The issue occurs as the

resolution setting isn't correctly applied during active sessions.

25.1.1

What's new

This release addresses areas that improve overall performance and stability.

IMPORTANT:

The version 25.1.0 has been rolled back due to stability issues. The new version available is
25.1.1. This means that the latest build 25.1.1 doesn't include the features of version 25.1.0.
We are working on a new stable build, which will include all the features of version 25.1.0

along with the necessary fixes.

Fixed issues

Similar to the previous stable build.

25.1.0

What's new

Support for DPI Matching on Samsung DeX in multi-display mode

This enhancement improves the user experience for Samsung DeX devices connected to external

monitors or docks, particularly in enterprise environments.

Previously, when using a DeX device with an external monitor, DPI matching was not available for
the built-in display or tablet screen, making it ineffective as a secondary monitor. Without DPI
matching, it wasn't easy to recognize and read the characters on the screen. In addition, selecting

or clicking the Ul elements was hard.
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Starting with the 25.1.0 version, there is a uniform experience between the Citrix Workspace app
on a DeX device with an external monitor and its use on a standard desktop or laptop. This

enhancement resolves the inconsistencies in scaling and DPI management encountered in multi-
screen mode with Samsung DeX. As part of this initiative, we are aligning the HDX experience on

Samsung DeX with external monitor support to that of a standard desktop or laptop computer.

Connection strength indicator

Starting with 25.1.0 version, Citrix Workspace app for Android supports the Connection Strength
Indicator (CSI) on the new in-session toolbar. This feature displays a network strength icon that
alerts you of network issues. By clicking the icon, you can view real-time connection statistics for
the client, gateway, and VDA, and copy diagnostic information to share with IT for advanced

troubleshooting.
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Connection Strength

Poor &

Your connection is unstable. You may experience
frequent disruptions and poor perfarmance

Hide Details

NOTE:

This feature is enabled by default. You can see the Connection Strength icon on the new
toolbar when you open the session. You can disable the feature through the Global App

Configuration service as follows:
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Prerequisites

To use this feature, you must enable the Improved in-session toolbar feature. By default, the new

toolbar feature is disabled. Administrators must enable the new toolbar feature through the Global

(m 0 v 1) "W

0 Configure

App Configuration service. This feature is available only in the VDA version 2407 or later.

For more information, see the Improved in-session toolbar feature.

Fixed issues

There are no fixed issues in the release.

Known issues

Known issues in 26.3.10

There are no known issues in the release.

Known issues in 26.3.0

There are no known issues in the release.

Known issues in 25.11.0

» When you enable the policy setting Use video codec for compression and set the value to

0 L

For the entire screen, the multi-display support on Samsung DeX feature might not work. The

app becomes unresponsive when you click the Extend button with this policy enabled.

* On OneUl 8 DeX screen, the multi-display support on Samsung DeX feature and enhancement

to support desktop-like experience in a single session on Samsung DeX might not work.
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Known issues in 25.9.0
» Extended keys might not render correctly in full-screen H264 mode.

» When connecting to an external monitor through the Samsung DeX interface on the device with
One Ul 8.0, the mouse and keyboard might not function as expected. Citrix Workspace app for
Android can't distinguish the mirror mode and the DeX dual mode of One Ul 8.0 and always
enter presentation mode.

As a workaround, tap the Esc key to exit the presentation mode.
» Citrix Workspace app for Android version 25.9.0 can't start App Protection-enabled resources

from on-premises stores.

When this issue occurs, the app displays a toast notification that says: "Session ended

because of an outdated Workspace version. Contact your administrator".

Known issues in 22.6.5

* When you open a Web app or a SaaS app, the taskbar buttons and ellipsis do not work as

expected. The issue occurs after you toggle on Web Interface in the Add Account screen.

Known issues in 21.4.0

No new known issues have been observed in this release.

NOTE:

When you're enrolled in the Work profile in Citrix Workspace app, launching your sessions
using the Chrome browser from an ICA file in the Personal profile no longer works. However,

the issue isn't present with {{page.csw}} on adding the ICA file URL in the exclusion list.

Known issues in 20.3.0

On a Samsung DeX device, you might not be able to cancel USB device redirection if you dismiss

the permission prompt without tapping the Cancel button.

Known issues in 20.2.0

Attempts to reconnect fail when you tap Connect in the Auto Client Reconnect dialog. The issue

occurs in sessions connected to Citrix XenApp and XenDesktop Version 7.6 CU 8.
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Limitations

» While starting Web and SaaS apps from within the Citrix Workspace app, if the app uses
Google IdP and requires the end user to sign in then the authentication fails with the error

message "Access Denied".

e Fast smart card does not currently support Elliptic Curve Cryptography (ECC) smart cards.

Technical preview

Technical previews are available for customers to use in their non-production or limited production

environments, and to give customers an opportunity to share feedback. Citrix does not accept
support cases for feature previews but welcomes feedback for improving them. Citrix might or

might not act on feedback based on its severity, criticality, and importance.

Third-party notices

Citrix® products often include third-party code licensed to Citrix for use and redistribution under an

open source license. To better inform its customers, Citrix publicizes open source code included

within Citrix products in an open source licensed code list.
For information about Open Source Licensed Code, see Open Source Licensed Code.

Citrix Workspace app might include third-party software licensed under the terms defined in the

following document:

Citrix Workspace app for Android Third-Party Notices

Deprecation

For information about deprecated items, see the Deprecation page.

Legacy documentation

For product releases that have reached End of Life (EOL), see Legacy documentation.

Features in Technical Preview

Features in Technical Preview are available to use in hon-production or limited production

environments, and to give customers an opportunity to share feedback. Citrix® does not accept
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support cases for features in technical preview but welcomes feedback for improving them. Citrix

might act on feedback based on its severity, criticality, and importance.

List of features in Technical Preview

The following table lists the features in technical preview. These features are request-only preview

features. To enable and provide feedback for any of these features, fill out the respective forms.

TITLE AVAILABLE FROM ENABLEMENT FEEDBACK FORM
VERSION FORM (CLICK THE (CLICK THE ICON)
ICON)
Improved 25.11.0 B B

reconnection
experience for
mobile VDI users

Single sign-on for 24.5.0

Microsoft Entra ID

enabled VM

Audio redirection 24.5.0 B B

with external
microphones

Support for an 22.3.5
enhanced Single

sign-on (SSO)

experience for web

and SaaS apps

Improved reconnection experience for mobile VDI users - Technical Preview

Citrix Workspace app for Android version 25.11.0 introduces enhancements that make Virtual
Desktop Infrastructure (VDI) session connections more predictable and user-friendly on mobile
devices. These updates reduce uncertainty during connection interruptions and provide users with

more control over their session experience.

To request access to this feature or share feedback, complete the Google form. For a

complete list of Technical Preview features, visit the Features in Technical Preview page.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 40


https://forms.office.com/r/nWPg4D9C1G
https://forms.office.com/r/nWPg4D9C1G
https://forms.office.com/r/nWPg4D9C1G
https://forms.office.com/r/nWPg4D9C1G
https://forms.office.com/r/nWPg4D9C1G
https://forms.office.com/r/nWPg4D9C1G
https://forms.office.com/r/nWPg4D9C1G
https://forms.office.com/r/nWPg4D9C1G
https://forms.office.com/r/nWPg4D9C1G

Citrix Workspace™ app for Android

Enhanced features
The following are the improved features:
» Clear reconnection status across mobile platforms: Citrix Workspace app for Android
clearly displays when it attempts to reconnect to a disconnected session. Users need not

switch apps or minimize the screen to trigger or view reconnection status. The app handles all

reconnection activities transparently within the application.

» Improved session control for Android: Users can cancel or close a VDI session directly. This
feature provides greater flexibility and control when reconnection attempts are unnecessary or

unexpected.

 Informative error messaging: When a session disconnects, the app displays meaningful and

actionable messages instead of generic alerts.
The app provides specific information for these scenarios:

* Network connection interruptions

e Server communication failures

Idle session timeouts

» Session disconnections during device lock and unlock events
These messages help users understand what occurred and identify necessary next steps.
Benefits
These enhancements provide the following improvements:

» Reduce uncertainty during unexpected disconnections
» Improve transparency through real-time status updates

» Minimize frustration during mobile VDI usage

Build confidence in connection stability and recovery

Together, these enhancements provide a smoother, more intuitive experience — especially for

users working on the go.
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Your session disconnected

Session interrupted. Do you want to reconnect?

Single sign-on for Microsoft Entra ID enabled VM

This feature is in technical preview from 24.5.0 release.

Citrix Workspace app for Android supports users signing in to Azure AD-joined VM devices using
single sign-on authentication. For the first launch of Azure AD-joined virtual machines (VMs) in
Citrix Workspace app, users are prompted to enter Azure account credentials for authentication.
The subsequent VDA sign-ins happen automatically without prompting for credentials until the

authentication token expires.
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NOTES:

» This feature is applicable only for Azure AD joined cloud stores.

» By, default, this feature is disabled. This feature is a request-only preview. To get it

enabled in your environment, fill out the Google form.

* You can provide feedback for this technical preview by using the Google form.

Audio redirection with external microphones
This feature is in technical preview from 24.5.0 release.
Previously, you could use only one audio device in the session. Starting with the 24.5.0 version,

Citrix Workspace app for Android displays all available local audio devices in a session with their

names. In addition, plug-and-play audio devices are also supported.

NOTES:

» By, default, this feature is disabled. This feature is a request-only preview. To get it

enabled in your environment, fill out the Google form.

» You can provide feedback for this technical preview by using the Google form.

Support for an enhanced Single sign-on (SSO) experience for web and SaaS
apps

This feature is in technical preview from 22.3.5 release.

This feature simplifies the configuration of SSO for internal web apps and SaaS apps while using

third-party identity providers (IdPs).

The enhanced SSO experience reduces the entire process to a few commands. It eliminates the
mandatory prerequisite to configure {{page.cspa}} in the IdP chain to set up SSO. It also improves
the user experience, provided the same IdP is used for authentication to both the Workspace app

and the particular web or SaaS app being launched.

You can register for this technical preview by using this Google form.
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Technical Preview to General Availability (GA)

FEATURE NAME

DPI matching

Push Citrix Workspace app settings through
UEM

Document scanner

Support for adaptive audio

Support for multi-window session sharing apps
on Samsung DeX

Separate session window from Citrix
Workspace app for Samsung DeX

Add many stores using UEM

GENERAL AVAILABILITY VERSION

24.1.0

24.3.5

245.0

24.7.0

24.7.0

24.7.0

24.7.0
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Citrix Workspace app for Android - Preview

This documentation describes the features and configuration of Citrix Workspace app 2607. This

version is the preview of the latest version of Citrix Workspace app for Android.

Early Adopter Release (EAR) build for 2607 is available on the Google Play Store for the purpose
of testing or validation with the intent to make organizations ready for the upcoming release and is

NOT advised to be deployed in production environments.

To access the EAR build on the Google Play Store, search Citrix Workspace app and open the

app. Scroll to the Join the beta section, and click Join.

What's new in 2607

Improved Session Toolbar Experience

Citrix Workspace app for Android improves the session toolbar experience by improving visual
consistency and enhanced usability on Android tablets and phones. The application updates
include new toolbar notch and keypad assets. The toolbar functions consistently across all tablet
orientations and the interaction between the in-session keyboard and toolbar is also improved to

provide a seamless experience.

Support for Two-Finger Horizontal Scrolling

Citrix Workspace app for Android now supports two-finger horizontal scrolling on a trackpad.

Support for One UI 8 on Samsung DeX

Citrix Workspace app for Android now supports the Enhancement to support desktop-like
experience in a single session on Samsung DeX and Extend display features on Samsung One Ul

8 external display DeX (Desktop eXperience) screen.

Improved Graphic Settings Usability and Automatic Synchronization

Citrix Workspace app for Android improves the graphic settings usability and enables automatic

synchronization with native Android OS display and DPI (Dots per Inch) changes.
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Support for In-Session FIDO2 Passkeys for Passwordless Sign-In

Citrix Workspace app for Android now supports FIDO2 passkeys for passwordless sign-in within
HDX virtual apps and desktops. This enhancement includes cross-device authentication, allowing
you to approve sign-in requests using a nearby device (for example, another phone or a tablet
through Bluetooth). This feature expands on previous functionality, which limits passkeys to the
same Android device. The update provides greater flexibility, enhanced security through phishing-

resistant passkeys, and a familiar in-session authentication experience.

Deprecation Notice

Starting with Citrix Workspace app for Android 2703, the application removes the EDT setting from
Settings > Advanced > EDT. The Administrators can continue to manage EDT through
administrative policies. This change simplifies the user experience and ensures consistent

configuration.

For more information, see Citrix Workspace app for Android deprecation.

Fixed issues in 2607

There are no fixed issues in this release.

Known issues in 2607

There are no known issues in this release.

Citrix Workspace app for Android - EAR feedback

You can give the EAR feedback at: https://forms.office.com/rinWPg4D9C1G.

IMPORTANT:

The Early Adopter Release (EAR) documentation is available for information purposes only. It
isn't a commitment, promise, or legal obligation to deliver any material, code, or functionality
and must not be relied upon in making Citrix® product purchase decisions. The development,
release, and timing of any features or functionality described in the EAR documentation
remain at our sole discretion and are subject to change without notice or consultation. Citrix
does not accept support cases for EAR but welcomes feedback for improving them. Citrix

might act on feedback based on its severity, criticality, and importance.
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Prerequisites for installing

System requirements and compatibility

Device requirements

Citrix Workspace app supports Android versions 14 and later.
For the best results, update Android devices to the latest Android operating system.

You can start Citrix Workspace app sessions from Workspace for Web, when the web browser is
compatible with Workspace for Web. If you're unable to start the session, configure your account

through Citrix Workspace app directly.

IMPORTANT:

If a Technical Preview version of Citrix Workspace app for Android is installed, uninstall it

before installing the new version.

Server requirements

{{page.sf}}:
» {{page.sf}} 2.6 or later

Provides direct access to {{page.sf}} stores. Citrix Workspace app for Android also supports

prior versions of {{page.sf}}.

» {{page.sf}} configured with a Workspace for website

Provides access to {{page.sf}} stores from a web browser. For limitations of this deployment,

see the {{page.sf}} documentation.
Enable the rewrite policies provided by {{page.cgtwy}}.
{{page.cvad}} (any of the following products):

o Citrix Virtual Apps 7.5 or later

 {{page.cvad}} 7.x or later
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Compatibility with ChromeOS devices

Citrix Workspace™ app for Android is not supported on ChromeOS devices

Previously, users mistakenly installed Citrix Workspace app for Android on ChromeOS devices
instead of Citrix Workspace app for ChromeOS. The incorrect installation caused compatibility

issues and a poor user experience.

To prevent this confusion, Citrix has removed the presence of Citrix Workspace app for Android in

the Play Store on ChromeOS devices.

Users who need Citrix Workspace app for ChromeOS can access it here.

Connections and certificates

Citrix Workspace app supports HTTP, HTTPS, and ICA-over-TLS connections to a Citrix Virtual
Apps server through any one of the following configurations.

For LAN connections:

» {{page.sf}} 2.6 or later

» XenApp® Services (formerly Program Neighborhood Agent) site.
For secure remote connections (any of the following products):

* {{page.cgtwy}} 12.1 and later (including VPX, MPX, and SDX versions).

TLS Certificates

When you secure remote connections using TLS, the mobile device does the following:

1. Authenticates the remote gateway's TLS certificate against a local store of trusted root
certificate authorities.

2. Automatically recognizes commercially issued certificates (such as Verisign and Thawte)

provided the root certificate for the certificate authority exists in the local keystore.

Private (Self-signed) Certificates

When you install a private certificate on the remote gateway, make sure the root certificate of the
organization's certificate authority is installed on the mobile device. This configuration helps you to

access Citrix resources successfully using Citrix Workspace app for Android.
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NOTE:

When you can't verify the gateway's certificate upon connection, because the root certificate

isn't included in the local keystore, an untrusted certificate warning appears. If a user selects
to continue through the warning, a list of applications is displayed. However, an application

fails to launch.

Wildcard Certificates

Wildcard certificates are used in place of individual server certificates for any server within the

same domain. Citrix Workspace app for Android supports wildcard certificates.

Intermediate Certificates and

If your certificate chain includes an intermediate certificate, the intermediate certificate must be
appended to the {{page.cgtwy}} server certificate. See the Knowledge Center article that matches
your edition of the {{page.cgtwy}}: CTX114146 and CTX124937

Joint Server Certificate Validation Policy

Citrix Workspace app for Android has a stricter validation policy for server certificates.

IMPORTANT:

Before installing Citrix Workspace app for Android, confirm that the certificates at the server

or {{page.cgtwy}} are correctly configured as described here. Connections might fail if:

the server or {{page.cgtwy}} configuration includes a wrong root certificate.

the server or {{page.cgtwy}} configuration does not include all intermediate certificates.

the server or {{page.cgtwy}} configuration includes an expired or otherwise invalid intermediate

certificate.

the server or {{page.cgtwy}} configuration includes a cross-signed intermediate certificate.

When validating a server certificate, Citrix Workspace app for Android uses all the certificates
supplied by the server (or {{page.cgtwy}}) when validating the server certificate. It then also verifies

if the certificates are trusted. If the certificates aren't all trusted, the connection fails.

This policy is stricter than the certificate policy in web browsers. Many web browsers include a

large set of root certificates that they trust.
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The server (or {{page.cgtwy}}) must be configured with the correct set of certificates. An incorrect

set of certificates might cause the Citrix Workspace app for Android connection to fail.

Suppose that a {{page.cgtwy}} is configured with these valid certificates. It's recommended for
customers who require stricter validation. They can enforce stricter validation by determining

exactly which root certificate is used by Citrix Workspace app for Android:

e "Example Server Certificate"
« "Example Intermediate Certificate"

e "Example Root Certificate”

Then, Citrix Workspace app for Android verifies if all these certificates are valid. Citrix Workspace
app for Android also verifies if it already trusts an "Example Root Certificate”. If Citrix Workspace

app for Android does not trust "Example Root Certificate," the connection fails.

IMPORTANT

Some certificate authorities have more than one root certificate. If you require this stricter
validation, make sure that your configuration uses the appropriate root certificate. For
example, there are currently two certificates ("DigiCert" / "GTE CyberTrust Global Root," and
"DigiCert Baltimore Root" / "Baltimore CyberTrust Root") that can validate the same server

certificates.

On some user devices, both root certificates are available. On other devices, only one is available
("DigiCert Baltimore Root" / "Baltimore CyberTrust Root"). If you configure "GTE CyberTrust Global
Root" at the gateway, Citrix Workspace app for Android connections on those user devices fail.
Consult the certificate authority's documentation to determine which root certificate can be used.
Also note that root certificates eventually expire, as do all certificates.

Note:

Some servers and {{page.cgtwy}} never send the root certificate, even if configured. Stricter
validation is then not possible.

Now suppose that a gateway is configured by using these valid certificates. This configuration,

without the root certificate, is normally recommended:

e "Example Server Certificate"

« "Example Intermediate Certificate"
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Citrix Workspace app for Android uses these two certificates. It then searches for a root certificate
on the user device. If it finds one that validates correctly, and is also trusted, such as "Example
Root Certificate", the connection succeeds. Otherwise, the connection fails. This configuration
supplies the intermediate certificate that Citrix Workspace app for Android needs, but also allows

Citrix Workspace app for Android to choose any valid, trusted, root certificate.
Now suppose that a {{page.cgtwy}} is configured by using these certificates:

» "Example Server Certificate"
» "Example Intermediate Certificate"

» "Wrong Root Certificate"
Citrix Workspace app for Android reads the wrong root certificate, and the connection fails.

Some certificate authorities use more than one intermediate certificate. In this case, the
{{page.cgtwy}} is normally configured with all the intermediate certificates (but not the root

certificate) such as:

e "Example Server Certificate"
e "Example Intermediate Certificate 1"

e "Example Intermediate Certificate 2"

Some certificate authorities use a cross-signed intermediate certificate. It's intended for situations
when more than one root certificate is found, and an earlier root certificate is still in use at the
same time as a later root certificate. In this case, there are at least two intermediate certificates.
For example, the earlier root certificate "Class 3 Public Primary Certification Authority" has the
corresponding cross-signed intermediate certificate "Verisign Class 3 Public Primary Certification
Authority - G5."

However, a corresponding later root certificate "Verisign Class 3 Public Primary Certification
Authority - G5" is also available, which replaces "Class 3 Public Primary Certification Authority."

The later root certificate does not use a cross-signed intermediate certificate.

The cross-signed intermediate certificate and the root certificate have the same Subject name
(Issued To). But, the cross-signed intermediate certificate has a different Issuer name (Issued By).
It differentiates the cross-signed intermediate certificate from an ordinary intermediate certificate

(such as "Example Intermediate Certificate 2").

This configuration, without the root certificate and the cross-signed intermediate certificate, is

normally recommended:
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» "Example Server Certificate"

» "Example Intermediate Certificate"

Avoid configuring the {{page.cgtwy}} to use the cross-signed intermediate certificate, because it

selects the earlier root certificate:

» "Example Server Certificate"
» "Example Intermediate Certificate"

» "Example Cross-signed Intermediate Certificate"
It isn't recommended to configure the {{page.cgtwy}} by using only the server certificate:
» "Example Server Certificate"

When Citrix Workspace app for Android can't locate all the intermediate certificates, the connection

fails.
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Install, Upgrade

Install the latest Citrix Workspace™ app using one of the following methods:

Google Play Store

 Click here to access the General Availability (GA) build.

Note that this is the preferred method for receiving automatic updates when new versions are
available.
* Click here to access the Early Access Release (EAR) build

On this page, search for Citrix Workspace app on the Google Play Store, scroll to the Join the

beta section, and click Join.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 54


https://play.google.com/store/apps/details?id=com.citrix.Receiver&feature=search_result&pli=1
https://play.google.com/store/apps/details?id=com.citrix.Receiver&feature=search_result&pli=1

Citrix Workspace™ app for Android

Citrix Workspace
Citrix Systems, Inc

( Uninstall h
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What's new » _}
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Basic root detection; Detect access and block
Waorkspace app / Receiver launch from a rooted
Android device...

Rate this app
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Write a review

App support W
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Try new features before they're

officially released and give your

feedback to the developer. Certain L")
data on your use of the app will be

collected and shared with the

developer to help improve the app.

Join Learn more
—
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IMPORTANT:

The Early Adopter Release (EAR) documentation is available from the Google Play Store for
information purposes only. It isn't a commitment, promise, or legal obligation to deliver any
material, code, or functionality and must not be relied upon in making Citrix® product
purchase decisions. The development, release, and timing of any features or functionality
described in the EAR documentation remain at our sole discretion and are subject to change
without notice or consultation. Citrix does not accept support cases for EAR but welcomes
feedback for improving them. Citrix might act on feedback based on its severity, criticality, and

importance.
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Upgrade

Upgrade your Citrix Workspace app using Google Play.

For information about the features available in Citrix Workspace app for Android, see Citrix

Workspace app feature matrix.

For the documentation of Citrix Receiver for Android, see Citrix Receiver.
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Get started

Account

To create an account do the following:
1. Enter a valid store URL or your email address in the Address field. For example,
storefront.organization.com. Fill the other fields with necessary details.

2. Enter the user credentials.

Access to

For information about configuring access to {{page.sf}} through {{page.cgtwy}}, see:

» Configure and manage stores

* Integrating {{page.sf}} with {{page.cgtwy}}

Email-based account discovery

You can configure Citrix Workspace app to use email-based account discovery. When configured,
users enter their email address rather than a server URL during initial Citrix Workspace app for

Android installation and configuration.

Citrix Workspace app for Android determines the {{page.cgtwy}} or {{page.sf}} server associated
with the email address based on Domain Name System (DNS) Service (SRV) records. It then

prompts the user to sign in, to access their hosted applications, desktops, and data.

Provision file

You can use {{page.sf}} to create provisioning files that have connection details for accounts. You
can make these files available to your users to enable them to configure Citrix Workspace app for

Android automatically.

After installing Citrix Workspace app for Android, users simply open the .cr file on the device to
configure Citrix Workspace app for Android. If you configure Workspace for websites, users can

also get Citrix Workspace app for Android provisioning files from those sites.
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For more information, see the {{page.sf}} documentation.

Provide users with account information to enter manually

When you provide users with account details that they need to enter manually, make sure that you
distribute the following information. The following information enables users to connect to their

hosted desktops successfully:
» The {{page.sf}} URL or XenApp and XenDesktop Site hosting resources; for example:
servername.company.com.
» To access using {{page.cgtwy}}, provide the {{page.cgtwy}} address and the required
authentication method.

See the {{page.cgtwy}} documentation for more information.

When a user enters the details for a new account, Citrix Workspace app tries to verify the

connection. If successful, Citrix Workspace app prompts the user to log on to the account.

Provide access to

Citrix Workspace app requires configuration of {{page.sf}} to deliver apps, desktops, and files from

your {{page.cvad}} or {{page.cdaas}} (formerly {{page.cvad}} service) deployment.

You can configure {{page.sf}} to provide authentication and resource delivery services for Citrix
Workspace app, which enables you to create centralized enterprise stores to deliver:

» Desktops and applications through {{page.cvad}} or {{page.cdaas}}.

» XenMobile® Apps and mobile apps you've prepared for your organization through XenMobile.
Authentication between Citrix Workspace app and a {{page.sf}} store can be handled using various
solutions:

» Users inside your firewall can connect directly to {{page.sf}}.

» Users outside your firewall can connect to {{page.sf}} through {{page.cgtwy}}.

» Users outside your firewall can connect through {{page.cgtwy}} to {{page.sf}}.

Connecting to

Citrix Workspace app for Android supports launching sessions from Workspace for Web, if the web
browser is compatible with Workspace for Web. If launches do not occur, configure your account

through Citrix Workspace app for Android directly.
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TIP

When Workspace for Web is used from a browser, sessions aren’t launched automatically
when downloading an .ICA® file. The .ICA file must be opened manually, right after it's

downloaded for the session to be launched.

\

With {{page.sf}}, the stores you create consist of services that provide authentication and resource
delivery infrastructure for Citrix Workspace app. Create stores that count and aggregate desktops

and applications from XenDesktop sites and XenApp, making these resources available to users.

For administrators who need more control, Citrix provides a template you can use to create a

download site for Citrix Workspace app for Android.

Configure stores for {{page.sf}} just as you configure {{page.cvad}} and {{page.cdaas}}. No special

configuration is needed for mobile devices.

Connect through

Citrix Workspace app for Android supports {{page.cgtwy}} 11 and later with access to:

e XenApp and XenDesktop® Sites

» {{page.sf}} 2.6, 3.0, 3.5, 3.6, 3.7, 3.8, 3.9 and 3.11 stores
You can create multiple session policies on the same virtual server depending on the following:

* the type of connection (such as ICA, clientless VPN, or VPN)

* the type of Workspace deployment (Workspace for Web or locally installed Citrix Workspace
app).

The policies can be achieved from a single virtual server.

When your users create accounts on Citrix Workspace app, they need to enter their email address
or the matching FQDN of your {{page.cgtwy}} server. For example, if the connection fails when

using the default path, enter the full path to the {{page.cgtwy}} server.

VPN functionality

You can access the internal Web, Software-as-a-Service (SaaS) apps, and websites hosted by
your company - regardless of your access location. You can access these resources, hosted by
your company, without a VPN connection. This feature is available only for customers on cloud

stores.
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Allow access to manage all files

We've introduced the permission option — Allow access to manage all files. We recommend that

you enable this permission for optimal performance. Your files remain secure.

4 Alliles accass Q

@

Warkapace

Alow acoess 1 manage al fes
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Configure

Microphone access for every store

The client-selective trust feature allows Citrix Workspace app to trust access from a VDA session.

You can grant access to local client drives and hardware devices like microphones and webcams.

Previously, your setting for microphone access was applied on all configured stores.

Now, Citrix Workspace app requires the end user's permission for every store to access the

microphone. Provide the permission to access the microphone as follows:

1. Long press on the Citrix Workspace app icon and tap the App info

®

icon.
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2. Tap Permissions.
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1218 W oen Wgzs

— Appinfo

©

Workspace

Version 23.7.5

& o o

Qpen Farce s1ap Uninstall

Manage notifications
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Permissions

Battery usage

Data usage

86.5 ME

Storage usage
209 MB

Picture-in-picture
Allpwed

3. Tap Microphone.
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1218 & Tk
< App permissions $
©
Workspace

Allowed

Jd Music and audio
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. Phone

IE  Photos and videos

Mot allowed
[k  Camera
® Location

&  Microphone

= (]

4. Select Allow only while using this app.
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1218 & Tk

Microphone
permission

@

Workspace

MICROPHONE ACCESS FOR THIS APP

® Allow only while using the
app

O Askevery time

O  Don't allow

See all apps with this permission

= (]

Now, you can access the microphone while using Citrix Workspace app.
Configure the access levels as follows:

1. Open the Citrix Workspace app and select Settings > Store settings.

2. Under the Set permissions for option, select a store from the drop-down menu.
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12:20 5k oOF ETE3E%

<  Store settings

Set permission for

hitps:if -

Device Storage

Ask every time

Microphone ®
Location »
Camera »

3. Enable Microphone.

Now, the microphone is enabled and you can use it while using Citrix Workspace app in your

Android device.

Location access for every store

The client-selective trust feature allows Citrix Workspace app to trust access from a VDA session.
Previously, your setting for location access was applied on all configured stores.

Starting with the version 21.3.0, Citrix Workspace app requires the end user's permission for every

store to access the location. Provide the permission to access the location as follows:

1. Long press on the Citrix Workspace app icon and tap the App info

®
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icon.
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2. Tap Permissions.
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3. Tap Location.
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1218 & Tk
< App permissions $
©
Workspace

Allowed
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. Phone

IE  Photos and videos

Mot allowed
[k  Camera
® Location

&  Microphone
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4. Select Allow only while using this app.
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1218 & Tk

Location
permission

@

Workspace

LOCATION ACCESS FOR THIS APP

O Allow all the time

® Allow only while using the
app

O  Askevery time
O Don't allow
Use precise location
= ]
Now, you can access the location while using Citrix Workspace app.

Configure the access levels as follows:

1. Open the Citrix Workspace app and select Settings > Store settings.

2. Under the Set permissions for option, select a store from the drop-down menu.
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12:20 sk

<  Store settings

Set permission for

hitps:if -

Device Storage

Ask every time

Microphone »
Lacation ®
Camera »

3. Enable Location.

Now, location is enabled and you can use it while using Citrix Workspace app in your Android

device.

Camera access for every store

The client-selective trust feature allows Citrix Workspace app to trust access from a VDA session.

You can grant access to local client drives and hardware devices like microphones and webcams.
Previously, your setting for camera access was applied on all configured stores.

Now, Citrix Workspace app requires the end user's permission for every store to access the

camera phone. Provide the permission to access the camera as follows:

1. Long press on the Citrix Workspace app icon and tap the App info
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@ w < @

Windows PowerShell

i Settings =
= pfrom Support -

B TLS13-VDA =

\'.

2. Tap Permissions.

© 1997-2026 Citrix Systems, Inc. All rights reserved.

72



Citrix Workspace™ app for Android

1218 W oen Wgzs

— Appinfo

©

Workspace

Version 23.7.5

& o o

Qpen Farce s1ap Uninstall

Manage notifications
Allgow

Permissions

Battery usage

Data usage

86.5 ME

Storage usage
209 MB

Picture-in-picture
Allpwed

3. Tap Camera.
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1218 & Tk
< App permissions $
©
Workspace

Allowed

Jd Music and audio
‘W Notifications
. Phone

IE  Photos and videos

Mot allowed
[k  Camera
® Location

&  Microphone

= (]

4. Select Allow only while using this app.
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1218 & Tk

Camera
permission

@

Workspace

CAMERA ACCESS FOR THIS APP

® Allow only while using the
app

O Askevery time

O  Don't allow

See all apps with this permission

= (]

Now, you can access the camera while using Citrix Workspace app.
Configure the access levels as follows:

1. Open the Citrix Workspace app and select Settings > Store settings.

2. Under the Set permissions for option, select a store from the drop-down menu.
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12:20 5k oOF ETE3E%

<  Store settings

Set permission for

hitps:if -

Device Storage

Ask every time
Microphone »
Location »

Camera .

3. Enable Camera.

Now, the camera is enabled and you can use it while using Citrix Workspace app in your
Android device.

Feature flag management

Feature flags are used to enable or disable features dynamically. If an issue occurs with Citrix
Workspace™ app in production, the affected feature can be disabled dynamically, even after the

feature is shipped.

No configurations are needed to enable traffic for feature management, except when a firewall or
proxy is blocking outbound traffic. In such cases, you need to enable traffic using specific URLs or

IP addresses, depending on your policy requirements.
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Enable traffic for feature flag management
For Citrix Workspace app version 24.9.0 and later:

To ensure optimal functionality and access to preview features, you need to enable traffic to the
URL:

e features.netscalergateway.net .

NOTE:

Starting January 2025, Citrix Workspace app versions prior to 24.9.0 no longer support the
feature flag management service. To avoid issues, upgrade to Citrix Workspace app Version
24.9.0 or later. Additionally, ensure that the features.netscalergateway.net settingis

enabled. Failure to do so might result in issues with version 24.9.0 or later.

File type association

As a prerequisite for this feature to work, go to the Citrix Workspace app settings and set the Use
device storage option to Full Access. An additional option Ask every time is also available so

that you're prompted for permission before accessing your device storage in a session.

Ask every time option is a setting that applies for each session. It does not carry forward to

the next session.

When you select Ask every time, any system-generated access to your device storage might
cause the Use device storage prompt to appear (for example, at logoff), which is an expected

behavior.

Citrix Workspace app reads and applies the settings configured by administrators in Citrix Studio.
To apply FTA in a session, make sure that end users connect to the Store server where the FTA is

configured.

On the user device, select the file you want to launch File Explorer and tap Open. The Android
operating system provides an option to launch the file using Citrix Workspace app (applying the

FTA configured by the administrator) or a different application. Depending on your earlier selection,
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a default application might or might not be set. You can change the default application using the

Change default option.

This feature is available only on {{page.sf}} and requires {{page.cvad}} Version 7 or later.

Known issues and limitations in the feature

1. Smart card authentication might be slower than password authentication. For example, after
disconnecting from a session, wait for approximately 30 seconds before you attempt to
reconnect. Reconnecting to a disconnected session too quickly might cause Citrix Workspace

app to turn unresponsive.
2. Smart card authentication isn't supported in multi-server (farm) environments.

3. Some users might have a global PIN number for smart cards. However, when users sign in
using a smart card account, they must enter the PIV PIN and not the global smart card PIN,

which is a third-party limitation.

4. Citrix recommends that you exit and restart the Citrix Workspace app session after you log off

from the smart card account.
5. Multiple USB smart cards aren't supported.

6. You can access only MIME file formats supported by Microsoft Office, Adobe Acrobat reader,

and Notepad applications using the file type association feature.

Customer Experience Improvement Program (CEIP)

The Citrix Customer Experience Improvement Program (CEIP) collects configuration and usage
data from the Citrix Workspace app and automatically sends it to Citrix Analytics and Google
Firebase. This data enables Citrix to analyze the performance and enhance the quality,
functionality, and performance of the Citrix Workspace app, optimize resource allocation for
product development, and support service levels through effective staffing and infrastructure

investment.

All data is used and analyzed solely in aggregate form, ensuring that no individual user or device is
singled out or specifically analyzed. Citrix does not collect any Personally Identifiable Information
(PII) through CEIP, and all data collection is in accordance with relevant industry data privacy and

security standards.
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DATA COLLECTED DESCRIPTION WHAT WE USE IT FOR?
Configuration and usage data The Citrix Customer This data helps Citrix improve
Experience Improvement the quality, reliability, and
Program (CEIP) gathers performance of Citrix
configuration and usage data Workspace app.

from Citrix Workspace app
and automatically sends the
data to Citrix Analytics and
Google Firebase.

NOTE:

Google Firebase does not collect user data, whereas Citrix Analytics collects user data in the
European Union (EU), European Economic Area (EEA), Switzerland, and the United Kingdom
(UK).

Additional Information

Citrix handles your data in accordance with the terms of your contract with Citrix. Your data is
protected as specified in the Citrix Services Security Exhibit. This exhibit is available on the Citrix

Trust Center.

You can disable sending CEIP data to Citrix Analytics and Google Firebase (except for the two

data elements indicated by an * in the following table) by:

1. Open Citrix Workspace app and go to Settings.

2. Select Advanced Preferences.

The Advanced Preferences dialog appears.

3. Clear the option Send Usage statistics.

The specific CEIP data elements collected by Citrix Analytics and Google Firebase are:

Operating system Workspace app Authentication Device information
version* version* configuration

Session launch Citrix store type Client drive-mapping

method configuration
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Session information Recieverconfig.t USB redirection

HTTP and HTTPS
connection
configuration

Number of stores
added

Xt usage
ICA® connections

protocol info

Screen capture
action

configuration
Workspace app

review action

RSA feature user
actions

App update action Operating system Screen view action

update

Web view App clear data App execution

connections

Migration from on-premises to cloud account

Administrators can seamlessly migrate end users from an on-premises {{page.sf}} store URL to a

HDX RTME user info

Disable Firebase
Configuration

{{page.sf}} Vs
Workspace app user
count

App remove

App session start

Workspace URL. Administrators can do the migration with minimum end user interaction using the

{{page.gacs}}.

To configure:

1. Navigate to the Global App Configuration Store Settings APl URL and enter the cloud Store

URL. For example, https://discovery.cem.cloud.us/ads/root/url/<hash coded store

URL>/product/workspace/os/ios .

2. Navigate to API Exploration > SettingsController > postDiscoveryApiUsingPOST > tap

POST.

3. Tap INVOKE API.

4. Enter and upload the payload details. Enter the {{page.sf}} store expiry date in the epoch

timestamp in milliseconds format.

For example,

"migrationurl": [
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"url": "<cloud store url>"

"storeFrontvaliduntil": "<epoch timestamp in milliseconds>",

5. Tap EXECUTE to push the service.

End user Experience for this feature

As an end user, if you're using the Citrix Workspace app for the first time, after successful
authentication, the Introducing the new {{page.cw}} migration screen appears (if eligible). After
you tap the Try new {{page.cw}} now option, migration begins. Upon successful migration, you

can access the Workspace store (cloud store).

You can skip the migration for three times. Later, the migration is forced without an option to

skip.

|
After you migrate to the Workspace (cloud) store, you can view both the {{page.sf}} and the

Workspace store under Settings. When you switch from a cloud store to the on-premises

{{page.sf}} store, a feedback screen appears to gather your response.

The {{page.sf}} store has an expiry date. Post the expiry date, the store gets deleted.

Use the latest version

This feature helps you to use the latest version of Citrix Workspace app. When end users are on a
lower version of Citrix Workspace app than the play store version, the in-app prompt asks users to

update to the latest version.
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When you tap Update, the update happens in the background, and you can continue using the
app. You can view the progress on the Snackbar. After the download is complete the following

dialog box appears:

|
Tap Relaunch now to use the latest version. If you tap Do it later, the prompt to restart the app

appears in the next app launch.

{{page.gacs}} channel support

Starting with the 23.4.5 release, administrators can use the {{page.gacs}} to define settings and
test them before rolling out the configuration to all end users. This process ensures that features

and functionalities are well-tested before production.

NOTE:

» The Citrix Workspace app for Android supports the Default and Test channel

configurations. By default, all users are on the Default channel.

\

For more information, see the {{page.gacs}} documentation.

How to use this feature

To test configurations:

1. Navigate to Citrix Workspace app Settings > Advanced > App configuration

2. Select Test channel.
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App configuration

® Default

()  Test channel

CAMCEL

You can now start the test.

NOTE:

» Make sure that the app configurations are present on the Test channel. For assistance,

contact your organization's administrator.
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Supports GACS authenticated microservices (Cloud)

Previously, Citrix Workspace app for Android received GACS settings from unauthenticated
endpoints. Starting from the 24.9.0 version, Citrix Workspace app for Android supports
authenticated microservices, which allows GACS to manage user groups for enterprises. This

feature helps admins by providing enhanced flexibility and control to manage different user groups

within an organization.

This feature is currently supported for cloud stores only.

For more information, see Manage settings for user group using configuration profile (Preview)

Support for App Protection

Starting with the Citrix Workspace app for Android 24.7.0 version, the App Protection feature is
supported.

App Protection is a feature for the Citrix Workspace app that provides enhanced security when
using Citrix Virtual Apps and Desktops published resources. This feature restricts the ability of
clients to be compromised by screen-capturing malware. Also, prevents unauthorized screen

captures, recordings, mirroring, screen sharing, and app switching.

Anti-screen capture feature is available for authentication processes, web or SaaS apps, and Citrix
Virtual Apps and Desktops. Citrix Workspace app for Android doesn't allow you to take
screenshots. When you try to capture a screen, you get a prompt that you aren't allowed to take

screenshots.
The admins can choose to enable anti-screen capture for the following:

 Virtual Apps and Desktops
* Web and SaaS apps
 Authentication screens
Starting with the Citrix Workspace app for Android 24.7.0 version, the anti-screen capture feature is

available by default. However, to enable the feature, do the configuration steps mentioned at the

Configuration section.
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DISCLAIMER:

App Protection policies work by filtering access to required functions of the underlying
operating system (specific API calls required to capture screens or keyboard presses). This

means that App Protection policies provide protection even against custom and purpose-built

While we continue to identify and address them, we can't guarantee full protection in specific

configurations and deployments.

hacker tools. However, as operating systems evolve, new ways of capturing screens emerge.

Prerequisites
* Citrix Virtual Apps and Desktops™ Version 1912 LTSR or later.
» StoreFront™ version 1912 LTSR or Workspace.
* Citrix Workspace app for Android version 24.7.0 or later.

» Avalid App Protection license

Limitations

» The App Protection policies are downloaded for each store. If a store has the policies

downloaded and you are moving to another store for which the policies aren’t downloaded, the

anti-screen capture feature isn’t protected in the new store.

» The anti-screen capture feature is not supported on the authentication screens when

ChromeCustomTab is used. However, this feature is supported when using native

authentication or WebView. The ChromeCustomTab is enabled by default on the Cloud stores

and you can change it to WebView by changing the AndroidWebViewType to webview using

the PowerShell module. For more information, see Set-WorkspaceCustomConfigurations.

For more information, see:

e System requirements
» Anti-screen capture

» Behavior when you open an app with anti-keylogging in Citrix Workspace app for Android

Seamless integration of deviceTRUST® with Citrix Workspace™ app for
Android

Citrix Workspace app for Android version 25.11.0 includes deviceTRUST integration, which

enhances security through continuous device posture checks within sessions. deviceTRUST
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integrates with Citrix Workspace app for unified deployment. For more information, see
deviceTRUST.

Key features

The key features are:

+ Integrated functionality: Version 25.11.0 and later installs the deviceTRUST Client Extension
by default as part of Citrix Workspace app for Android, simplifying deployment and

management.

e Continuous posture checks: This feature enhances security by performing continuous
checks on the endpoint device's context and security posture within sessions, supporting Zero

Trust security models.

» Administration: Administrators use the deviceTRUST console to configure policies and

manage device trust settings.
» Enhanced visibility: Provides comprehensive device information for security administrators.
» Seamless user experience: Performs transparent security checks without user intervention.

For Device Trust configuration with Citrix Virtual Apps and Desktops, see Getting Started for
Remote in deviceTRUST® 2507 LTSR.

Configure Citrix Workspace app using Unified Endpoint
Management solutions

Support for store configuration using unified endpoint management
solutions

Citrix Workspace app for Android now supports remote configuration of your Workspace Store URL
using unified endpoint management solutions. As an administrator, you can manage store URLs

remotely using the AppConfig-based key-value pairs using unified endpoint management solutions.

To configure your Workspace Store URL using unified endpoint management solutions, follow

these steps:

Configure your store using unified endpoint management solutions

Citrix Workspace app for Android supports remote configuration of your Workspace Store URL

using unified endpoint management solutions.
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To remotely configure your Workspace Store URL using existing unified endpoint management
solutions, follow these steps:

1. Signin to your unified endpoint management solutions provider.

2. Create an app configuration policy for your app.

3. Add the key-value pair to the JSON property list and fill in the following values:

e key: url
e value type: String

 value: your store URL (for example, prodcwa.cloud.com)

NOTE:

e For demonstrative purposes, Microsoft Intune is used as the unified endpoint
management solution in this example. The Ul shown differs depending on your unified

endpoint management solutions provider.

Settings Edit
Configuration key Value type Configuration value
url String prodcwa.cloud.com
Limitations

 If a cloud store is already set up and the administrator configures a new cloud store, your
existing cloud store and any associated data or settings are deleted. You receive a notification
to inform you of the deletion in {{page.cw}}. You must then sign in again so that the new cloud

store is added to {{page.cw}}.

e To apply new configurations, you must close and open Citrix Workspace app.

Support to configure store type

Starting with the 23.6.0 release, Citrix Workspace app for Android supports configuring store type
using the AppConfig-based key-value pair to configure the Citrix Workspace app. Now,

administrators can control how the app appears.
The following is the key-value pair:

* key: storeType
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 value type: Integer

e value:

@ If set to 1 (default), users can view the native or the default store loading. 4 If set to 2, users

can view the store inside a web interface.

This feature doesn't require enablement.

Control store configurations using unified endpoint management solutions

The Citrix Workspace app for Android started supporting remote configuration of the Workspace
Store URL using unified endpoint management solutions from the 23.4.5 version. As an
administrator, you can manage store URLs remotely using AppConfig-based key-value pairs using

unified endpoint management solutions.

For more information, see Support for store configuration using unified endpoint management

solutions.

Starting with the 23.7.5 version, administrators can configure if end users can modify store URLs

using an AppConfig-based key-value pair:

¢ key: restrict_user_store_maodification
¢ value type: Boolean

* value:

@ If set to true, end users can't modify the store (add or delete or edit).

@ If set to false, end users can modify the store.

If the flag restrict_user_store_modification is set to true, all the existing stores are deleted

before adding a new unified endpoint management-configured store.
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Screenshot detection and prevention through Unified Endpoint Management
solutions

Starting with the 23.10.0 version, administrators can prevent end users from taking screenshots at
the Citrix Workspace app level. This feature prevents sensitive or private information leaks.
Administrators can configure this feature using an AppConfig-based key-value pair:

* key: restrictScreenshot

* value type: Boolean

* value:
@ If set to true, end users can't take screenshots.

@ If set to false, end users can take screenshots.

Push Citrix Workspace app settings through UEM

Previously, you could configure the store URL in the Citrix Workspace app.

Starting with this release, you can configure the Citrix Workspace app settings on the managed
devices through any unified endpoint management (UEM) solutions tool that is deployed in your

infrastructure.

NOTE:

As an administrator, if you have an option of configuring the Citrix Workspace app settings
using UEM and the {{page.gacs}} (GACS) where, UEM always takes a higher preference over
GACS.

Configurations

The following JSON data is a sample from MS Intune that displays how to configure this feature.

"kind": "androidenterprise#managedConfiguration",
"productId": "app:com.citrix.Receiver",

"managedProperty": [
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"key": "stores",
"valueBundleArray": [
{
"managedProperty": [
{
"key": "url",
"valueString": ""
3
{
"key": "storeType",
"valueInteger": 1
3
{
"key": "displayName",
"valueString": ""
}
]
}
]
3
{
"key": "url",
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"valueString": "prodcwa.cloud.com"
3
{
"key": "storeType",
"valueInteger": 1
3
{
"key": "displayName",
"valueString": ""
3
{
"key": "restrict_user_store_modification",
"valueBool": false
3
{
"key": "restrictScreenshot",
"valueBool": true
3
{
"key": "appSettings",
"valueBundleArray": [
{
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"managedProperty": [

{
"key": "name",
"valueString": ""
3
{
"key": "value",
"valueString": ""
3
{
"key": "userOverride",
"valueBool": false
}

Key value pair table

The following table provides the key value pair information:
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SETTING

Audio

Predictive
text

Extended
keyboard

Generic
USB
Redirection

Session
Disconnect
User
Confirmatio
n (Ask
before
exiting)

DESCRIPTI
ON

Allows users
to control
the audio
and
microphone
connection
within the
app or
desktop.

Enables text
suggestions
while the
useris

typing.

Enables
support for
the
Extended
keyboard in
a session.

Enables
automatic
redirection
of arbitrary
USB
devices
from the
client device
to the VDA.

Prompts a
confirmation
dialog that
allows the
user to
confirm
before

KEY

audioRecor
dingSettings
Key

predictiveTe
xt

showExtend
edKeyboard

autoUSB

askBeforeE
xiting

VALUE

Play and
record

FALSE

TRUE

TRUE

TRUE

VALUE
TYPE

String

Boolean

Boolean

Boolean

Boolean

DEFAULT
VALUE

Play and
record

FALSE

TRUE

FALSE

TRUE
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SETTING

Clipboard
Redirection
(Clipboard)

Adaptive
Transport
(EDT)

Display
Orientation

Keep
Display On

DESCRIPTI
ON

disconnectin

g any
session.

Allows the
user to use
clipboard
operations,
such as,
Cut, Copy,

and Paste in

a session.

Enables
Enlightened
Data

Transport as

a preferred
protocol
over TCP to
optimize
data
transport.

Allows users

to select the
display
orientation
based on
the device
position.

Keeps the
display
active and
the screen
on.

KEY

clipboardAc
cess

edtSetting

displayOrien
tationKey

keepscreen
OnKey

VALUE

TRUE

TRUE

Landscape
mode

TRUE

VALUE
TYPE

Boolean

Boolean

String

Boolean

DEFAULT
VALUE

FALSE

TRUE

Automatic

FALSE
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SETTING

Strict
Certificate
Validation

Legacy
Store
Access

RealTime
Media
Engine

Auto USB
Redirection

Network
Monitoring
Messages

DESCRIPTI

ON

Enforces
stricter
control on
the server
certificate
validation.

Allows users

to access
earlier
versions of
the store.

Enables
support for
high
definition
audio and
video calls.

Enables
automatic
redirection
of arbitrary
USB
devices
from the

client device

to the VDA.

Disables
alert
messages
that provide
details on
the network

performance

KEY

strictcer
tificateva

lidation

allowlega
cystoreacc

ess

RTMEAcces

S

autoUSB

DisableCha
nnelMonitori
ngWarnings

VALUE

TRUE

TRUE

TRUE

TRUE

FALSE

VALUE
TYPE

Boolean

Boolean

Boolean

Boolean

Boolean

DEFAULT
VALUE

FALSE

FALSE

FALSE

FALSE

FALSE
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SETTING DESCRIPTI
ON
Extended Shortcuts to
Keys be used for
the session
keyboard.
Session Allows users
Resolution to select the
screen
resolution.
Display Allows users
orientation to select the
display
orientation.

KEY

key _map

sessionRes

olutionKey

displayOrien
tationKey

VALUE

['strAltTab",
"strAlt",
"strBackspa

ce",
"strAltF4"]

["Fit
screen";
"Match
server";
"Optimize
for high
resolution”;
"Optimize
for metro
apps']

["Automatic"
: "Portrait
mode";
"Landscape
mode";]

VALUE
TYPE

MultiList

MultiList

MultiList

DEFAULT
VALUE

null

"Match
client DPI"

"Automatic"

The following is an example JSON data. Here the example displays different setting values such

as:

Boolean
Integer
String

List of strings

"kind":

"productId":

"managedProperty":

[

"androidenterprise#managedConfiguration",

"app:com.citrix.Receiver",
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{
"key": "stores",
"valueBundleArray": [
{
"managedProperty": [
{
"key": "url",
"valueString": ""
3
{
"key": "storeType",
"valueInteger": 1
3
{
"key": "displayName",
"valueString": ""
}
]
}
]
3
{
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"key": "url",
"valueString": "your_store_url"

3

{
"key": "storeType",
"valueInteger": 1

3

{
"key": "displayName",
"valueString": ""

3

{
"key": "restrict_user_store_modification",
"valueBool": false

3

{
"key": "restrictScreenshot",
"valueBool": true

3

{
"key": "appSettings",
"valueBundleArray": [
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{
"managedProperty": [
{
"key": "name",
"valueString": "showExtendedKeyboard"
3
{
"key": "value",
"valueString": "false"
3
{
"key": "userOverride",
"valueBool": false
}
]
3
{
"managedProperty": [
{
"key": "name",
"valueString": "enterRegion"
3
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{
"key": "value",
"valueString": "-40"
3
{
"key": "userOverride",
"valueBool": false
}
]
3
{

"managedProperty": [

{
"key": "name",
"valueString": "displayOrientationKey"
3
{
"key": "value",
"valueString": "Landscape mode"
3
{
"key": "userOverride",

© 1997-2026 Citrix Systems, Inc. All rights reserved. 100



Citrix Workspace™ app for Android

"valueBool": false
¥
]
3
{
"managedProperty": [
{
"key": "name",
"valueString": "askBeforeExiting"
3
{
"key": "value",
"valueString": "true"
3
{
"key": "userOverride",
"valueBool": false
}
]
3
{
"managedProperty": [
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{
"key": "name",
"valueString": "key_map"
3
{
"key": "value",
"valueString":

"['strAltTab', 'strAlt', 'strBackspace', 'strAltF4']"

3

{
"key": "userOverride",
"valueBool": true

}

"managedProperty": [

'Optimize for high resolution'; 'Optimize for metro apps';]"

{
"key": "sessionResolutionKey",
"valueString": "key_map"
3
{
"key": "value",
"valueString": "['Fit screen'; 'Match server';
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3
{
"key": "userOverride",
"valueBool": true
}
]
}
{

"managedProperty": [

{
"key": "displayOrientationKey",
"valueString": "key_map"
3
{
"key": "value",
"valueString": "['Automatic'; 'Portrait mode';
'Landscape mode';]"
3
{
"key": "userOverride",

"valueBool": true
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Add many stores using UEM

Administrators can now use Unified Endpoint Management (UEM) solutions to configure many

stores for managed Android devices.

The details for each store can be added to a JSON file. This JSON file can then be uploaded while

configuring the app configuration policy. The details include:

e store URL

* store type (optional)

If the store type isn't provided, then the default interface is considered as native.

 store name (optional)

UEM supports one cloud store and many on-premises stores.
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The JSON file must be in a key-value format. For more information, refer to the following sample
JSON data:

The sample JSON data is related to Microsoft Intune. The JSON data might vary for other

UEM solutions.

"kind": "androidenterprise#managedConfiguration",

"productId": "app:com.citrix.Receiver",

"managedProperty": [

"key": "stores",

"valueBundleArray": [

"managedProperty": [

{
"key": "url",
"valueString": "test.cloud.com"
+
{
"key": "storeType",
"valueInteger": 1
+
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{
"key": "displayName",
"valueString": "1"
¥
]
3
{
"managedProperty": [
{
"key": "url",
"valueString": "test2.cloud.com"
3
{
"key": "storeType",
"valueInteger": 2
3
{
"key": "displayName",
"valueString": "2"
}
]
}
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]

iy

{
"key": "restrict_user_store_modification",
"valueBool": false

3

]
3

NOTE:

 (default) If the integer is set to 1, users can view the native or the default store loading.

* If the integer is set to 2, users can view the store inside a web interface.

To upload the JSON file that contains store configurations, select Enter JSON data from the

Configuration settings format drop-down list.
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« Home > Apps | App configuration policies >

i Home Create app configuration policy

=41 Dashboard

i= All services

R Devices ° Basics ° Settings @ Assignments Review + create
£ Apps Permissions

X X Permissions granted here will override the “Default app permissions” policy for the selected apps.
‘ Endpoint security

Reports Learn more about Android runtime permissions
& s
&% Groups Not configured

. Tenant administration

Configuration Settings

K Troubleshooting + support Configuration settings format © [ Enter JSON data v

Download JSON template

1

Connected apps

Enable users to connect this app across C Enabled Not configured

the work and personal profiles ©

This setting only works for personally-
owned and corporate-owned work profile

Persistent client names for Android devices

In previous versions, Citrix Workspace app for Android dynamically regenerated the Terminal
Service (TS) client name—for example, roid-XXXXXX—each time the device underwent a factory
reset and the app was reinstalled. This process created issues for organizations that depend on
client names for resource access, such as printer assignments. Users lost their printer
configurations and had to request access again, creating additional work for users and IT

administrators.

Version 25.11.0 maintains the same TS client name or generates it predictably using stable device
identifiers (such as serial numbers) or user information. This enhancement reduces administrative

overhead significantly.
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Benefits

» Consistent resource access: Users retain their assigned printer access and other

configurations after the device resets.

* Reduced administrative overhead: IT teams no longer reconfigure printer access or other

settings after device re-enroliments.
* Improved user experience: Users experience smoother operations without losing settings.
* Enhanced scalability: Organizations can scale their Citrix deployments on mobile devices

more efficiently.

Administrators can configure or override client names through MDM or UEM solutions (for
example, Intune, CEM) or GACS for flexibility and control.

Configuration methods

CONFIGURATION METHOD DESCRIPTION CONFIGURATION SYNTAX
MDM/UEM Allows administrators to { "clientName": "Any
predefine or override the String" }

Client Name using MDM/
UEM systems (for example,
XenMobile, Intune)

GACS Supports configuration via { "clientName": "Any
Citrix GACS deployments String" }

Smarter control of reconnection alert using Mobile Device Management
(MDM) and Global App Configuration Service (GACS)

Starting with the 26.3.0 release, you can do smarter control of reconnection alert dialog after SR/
ACR expiry using Mobile Device Management (MDM) and Global App Configuration Service
(GACS).

When the internet connection is lost and the app attempts to reconnect, the app triggers Session
Reliability (SR) and Auto Client Reconnect (ACR). If the session does not resume before SR/ACR

expiry, the app displays a Reconnection Alert dialog prompting the user to reconnect.

Mobile Device Management (MDM) and Global App Configuration Service (GACS) can now control
this reconnection alert dialog. MDM and GACS policies determine whether the system shows the

Reconnection Alert dialog after SR and ACR have both expired.
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The app respects Mobile Device Management and Global App Configuration service policies to
determine whether to display the Reconnection Alert dialog when a session ends due to Session
Reliability (SR) or Auto Client Reconnect (ACR) expiry.

Administrators configure this behavior using the settings_manual_reconnect key:

» Key: settings_manual_reconnect

e Type: Boolean (true or false)
Behavior:
» settings_manual_reconnect = true

> The app displays the Reconnection Alert dialog when a session ends due to SR-ACR

expiry, allowing users to manually decide whether to reconnect.

o Note: The dialog appears only if the corresponding feature is also enabled internally

(through feature flag).
» settings_manual_reconnect = false

o The app doesn't show the Reconnection Alert dialog in this scenario and terminates the

session.

This setting allows administrators to centrally control whether users see the Reconnection

Alert dialog, tailoring the reconnection experience to their environment.

Clearer, more user-friendly reconnection messages

When the app attempts to reconnect, users see context-aware messages that explain why the
session was interrupted and what the app is doing. This enhancement makes the experience more

transparent and reduces confusion.
Examples:
* Network interruption
“Network interruption. Trying to reconnect for 00:30”

The app displays this message when connectivity issues cause the session to drop and the

app attempts to restore it.

e Device locked

“Your device locked. Trying to reconnect for 00:30”
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The app displays this message when the session is interrupted because the device was locked,

and the app tries to resume the session.

» App in background for a long time
“App moved to the background. Trying to reconnect for 00:30”
This message appears when the app has been in the background long enough for the session

to be disrupted, and it re-establishes the connection.

» Fallback (generic) error
“Lost connection. Trying to reconnect for 00:30”

The app uses this message when the exact cause of the disconnection is unknown, but the app

still attempts to reconnect.

Mobile Device Management (MDM) nested JSON configuration support

Starting with 2603 release, Citrix Workspace app for Android supports nested JSON structures for
Mobile Device Management (MDM) configuration and complies with the AppConfig (appconfig.org)
guidelines. Organizations can define structured, hierarchical configuration values for advanced use

cases, following industry standards for managed app configuration on both platforms.

Your MDM provider's capabilities determine nested JSON support. The application correctly parses
and applies nested JSON payloads, but some MDM solutions do not fully support or correctly

deliver nested JSON structures as part of their AppConfig implementation.
If you require nested JSON configuration and experience issues such as:

» Configuration values not being applied as expected
» Nested keys being flattened, ignored, or rejected
» Errors while saving or deploying AppConfig payloads

Contact your MDM provider directly to confirm their level of support for nested JSON AppConfig

payloads and any applicable limitations or required formatting.

The supported configuration schema and keys remain aligned with AppConfig standards, and you
do not need to make application-side changes when using an MDM solution that fully supports
nested JSON delivery.
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Peripherals

Enhanced on-screen keyboard experience
Citrix Workspace app for Android 25.11.0 improves the automatic keyboard display behavior when

you connect to Windows Virtual Desktop Agent (VDA) 2511 desktops.

These enhancements improve usability when you interact with input fields and taskbar elements

near the bottom of the desktop session while using the on-screen touch keyboard.

When you enable the Automatic keyboard display feature and access a Windows desktop from

Citrix Workspace app for Android:
» The app keeps the text input cursor visible when you type in input fields near the bottom of the
session.

» When you tap the Windows Search box or Start menu in the taskbar, the session view

automatically adjusts to keep Ul elements visible above the touch keyboard.
» You can view your input in the search box and interact with other taskbar elements without

manually adjusting the session view.

These improvements provide a smoother and more predictable typing experience on touch-based

Android devices.

How to configure

Prerequisites:

» Citrix Workspace app for Android: Version 25.11.0 or later

» Windows Virtual Desktop Agent (VDA): Version 2511 or later

Enable automatic keyboard display

The VDA disables this feature by default. To enable it, complete the following steps:

1. Enable the Automatic keyboard display policy on the VDA.

2. Create the following registry key and value:

* Registry path: HKEY_LOCAL_MACHINE\Software\Citrix\IlcaMrvc
e Value name: DisablelnputPane

e Value type: DWORD

Value data: O
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3. Restart the VDA session for the changes to take effect.

Scancode input mode for external keyboard

Starting with the 24.1.0 release, you can select Scancode as the keyboard input mode while using
an external physical keyboard. This feature is helpful when you use Android devices with an

external Windows PC’s standard keyboard. Similar to using the Samsung DeX feature.

With Scancode, you can use the keyboard layout of the VDA instead of the Android's soft
keyboard. In this way, you can completely follow the input style of Windows instead of Android. It's
beneficial when typing in East-Asian languages, as it significantly improves the overall user
experience. The end user might find themselves using the keyboard layout of the server instead of
the client. In other words, user might find the keyboard behaves as if it's a Windows keyboard
rather than your Android keyboard. For more understanding, see the Use Case section in this

article.

How to use the feature

To use the scancode feature:

1. Open Citrix Workspace app for Android and navigate to Settings > General > Keyboard.

2. Tap External keyboard input mode.
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External keyboard input mode

® Unicode

() Scancode

CANCEL

3. Select one of the following options:
» Scancode - Sends the key position from the client-side keyboard to VDA and VDA
generates the corresponding character. Applies server-side keyboard layout.
« Unicode - Sends the key from the client-side keyboard to VDA and VDA generates the
same character in VDA. Applies client-side keyboard layout.
By default, Unicode is selected as the external keyboard input mode.
4. Tap Scancode.

When you are in a session, you can switch the remote keyboard using the IME feature and

input in the server keyboard layout.

Use case
For example, consider a scenario where you're using a US international keyboard layout

connected to your Android device.
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When you choose Scancode and type the key next to the CapsLock on your external keyboard,

the scancode 1E is sentto the VDA. The VDA then uses 1E to display the character a .

If you choose Unicode and type the key next to CapsLock on your external keyboard, the
character a is sentto the VDA. So, even if the VDA uses another keyboard layout that has a

different character in the same position, the character a appears on the screen.

Unicode is the preferred mode for typing when you use a touch keyboard on your mobile

devices. This is because the keys on a touch keyboard generally don't generate a scancode.

Support for external webcam

Citrix Workspace app for Android now supports externally connected webcams within your
sessions. Connect a USB webcam and use it for video conferencing by tapping the camera icon,
then select the external webcam name. It enhances the session experience by using the resources

available to end users.

The external webcam’s name appears only after an external camera is detected.
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Select Camera

O Front Camera

O Back Camera

O Microsoft® LifeCam HD-5000

Cancel

The next time you use a video conferencing app, the system remembers your preference and uses
the camera preference accordingly. For example, if you had completed the last video call with an

external webcam preference, next time the external webcam is selected by default.

You can change your camera preference by tapping the camera icon on your screen. You can also

change the camera preference during your calls.
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NOTE:

* When you remove the external camera, the floating multiple-camera icon

changes to a flip button

. The Select Camera dialog closes if it's open and the external camera view on the VDA

becomes unresponsive.

 This feature is applicable on both on-premises and cloud deployments.

Client drive mapping

Citrix Workspace app informs the server of the available client drives. By default, client drives are
mapped to server drive letters so they appear to be directly connected to the session. These

mappings are available only for the current user during the current session.

This feature is supported only on versions of Android running SDK version 24 and later.

Client drive mapping (CDM) allows plug-and-play storage devices in a session. So, you can use
mass storage devices (For example, pen drives) to copy and paste documents between the pen

drive and the user device.

In addition, if the CDM setting is set to full access or read access, you can utilize the device's

internal storage as a mapped drive to the session.
Feature limitations:

» Android APIs are observed to be slow, which delays certain operations.
» CDM for external storage isn't supported on Pixel devices.

* File type association isn't supported on external storage devices.
Known issue in the feature:

» The Workspace app screen might shift between foreground and background when you plug in

an external storage device.
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Client Drive Mapping enhancement
Earlier a selected choice of device storage was applied on all configured stores.

Starting with the release 20.8.0, Citrix Workspace app allows you to select dedicated device

storage for every configured store.

You get a prompt to select the type of device storage along with the store details at session launch.

You can do one of the following:
» Select one of the device storage options and tap OK - The choice is applied only to the current
session. A prompt appears to select the type of device storage at every launch.

» Select one of the device storage options, select Do not ask again, and tap OK - The choice is

applied for all session launches for that store. No further prompts appear.

» Select Cancel - You're prompted to select a type of device storage at every launch and within a

session as well. The session does not have access to the device storage.

This feature applies only on direct ICA launches and {{page.cgtwy}} configured stores. Stores

with end-to-end SSL setup are supported.

Citrix Casting™

Citrix Casting combines digital and physical environments to deliver apps and data within a secure
smart space. The complete system connects devices (or things), like mobile apps and sensors, to

create an intelligent and responsive environment.

The {{page.crwh}} is built on the Raspberry Pi 3 platform. The device running Citrix Workspace app

connects to the {{page.crwh}} and casts the apps or desktops on a larger display.
Using Citrix Casting, you can:

* Roam your session without launching a VDA session on the mobile devices.

» View the list of available workspace hubs by tapping View hub list from the Workspace hub

dialog.

Configure Citrix Casting

Citrix Casting is enabled when all the following system requirements are met:

* Citrix Workspace app 1809 for Android or later installed
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e Bluetooth enabled
» Location enabled

» Mobile device and workspace hub using the same Wi-Fi network
To turn on the Citrix Casting feature, tap Settings and Citrix Casting on your device.

For more information about the {{page.crwh}} in Citrix Workspace app, see Configure the
{{page.crwh}}.

For information about the {{page.crwh}}, see the {{page.crwh}} documentation.

USB smart card

Citrix Workspace app supports USB smart card readers with {{page.sf}}. You can use USB smart

cards for the following purposes when enabled:

» Smart card logon - Authenticates users to Citrix Workspace app.

» Smart card application support - Enables smart card-aware published applications to access

local smart card devices.
Citrix Workspace app supports this feature on all Android devices listed by Biometric Associates.
Citrix Workspace app supports the following types of USB smart cards:

» Personal Identity Verification (PI1V) cards

e Common Access Cards (CAC) cards
USB smart cards are supported on the Android operating system from version 7.x through 11.x.
You can also enable USB smart card authentication from Settings > Manage Accounts.
Configuring a USB smart card
Prerequisite:

» Download and install the Android PC/SC-Lite service from the Google Play Store.

1. Connect the USB smart card reader to the mobile device. For information about connecting
smart card readers, refer to the smart card reader specifications provided by the manufacturer.

2. Add a smart card enabled {{page.sf}} account.

3. On the Citrix Workspace app logon page, tap Add Account. Tap the Use Smartcard option.
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4. To edit an existing account to use the USB smart card authentication, tap Accounts > Edit and

tap the Use Smartcard option.

Support for webcam redirection

You can now redirect the front camera of your device into the session. Both 32-bit and 64-bit

applications are supported. By default, the auto-redirection of the webcam is disabled.

Support for front and rear camera redirection
Citrix Workspace app for Android now allows you to switch the camera position from front to rear

and conversely, within the HDX session. Both 32-bit and 64-bit applications are supported.

A floating button appears when you invoke the camera. A single tap on the floating button to switch
between the front and rear camera positions. You can also move the floating button freely around

the screen and place it anywhere.

Known issues in the feature

» The floating button is partially or fully obstructed when the Casting feature or the Document

Scan feature is enabled.

Support for external microphone
Previously, Citrix Workspace app for Android supported audio redirection through the device’s

microphone only.

Starting with the 23.10.5 version, Citrix Workspace app for Android supports external microphones.

Microphones can be USB or Bluetooth-based peripheral devices.

After you connect a USB or a Bluetooth microphone, the audio redirects from the external
microphone to the session. When you remove the external microphone from the device, the audio

automatically redirects to the device’s microphone.
This feature is helpful when you connect an external microphone, for example, to a:

* phone
e tablet
e smart TV

e external monitor in a conference room.
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Support for adaptive audio

Citrix Workspace app for Android supports HDX adaptive audio. This feature is designed to provide

users with exceptional audio quality and low latency.

You can configure this feature by enabling the Adaptive Audio policy.

Create Policy
Studio Select settings
(All Versions) v | All Settings v | | Search yel
Settings: 0 selected [_] View selected only
Settings
] » Accelerate folder mirroring Select =~
Users and Machines Computer setting - Profile Management\File system\Synchroniz... =l
Summary Not Configured (Default: Disabled)
» Active Directory actions Select

Computer setting - Profile Management\Log settings
Not Configured (Default: Disabled)
b Active write back Select
Computer setting - Profile Management\Basic settings
Not Configured (Default: Disabled)
» Active write back registry Select
Computer setting - Profile Management\Basic settings
Not Configured (Default: Disabled)
Adaptive Audio
User setting - ICA\Audio

Not Configured (Default: Allowed)

» Advance warning frequency interval Select
Computer setting - Connector for Configuration Manager 2012
Not Configured (Default: 01:00:00)

» Advance warning message box body text Select
Computer setting - Connector for Configuration Manager 2012 -

Back { Next J { Cancel

Feature limitation

In a session, when you play audio on one device and then switch to another device, you might
experience difficulty hearing the audio properly. As a workaround, you can pause the audio and

wait for about 5-10 seconds, after which the voice is audible.

For more information, see the Audio policy setting article in the Citrix Virtual Apps and Desktops

documentation.

Optimizing in-session audio with echo cancellation for Android

Starting with version 2507, Citrix Workspace app for Android introduces enhanced audio and video
quality for Citrix Virtual Apps and Desktops sessions through intelligent echo cancellation

technology. This feature automatically reduces feedback and background echo during audio and
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video calls, providing a clearer communication experience on supported devices with the required

hardware.

This feature might not work as expected on certain devices due to hardware limitations,

software inconsistencies, or conflicts with existing audio processing features.

Optimal performance

Our testing shows that this feature works well on Google Pixel devices, which provide consistent

audio processing capabilities and optimal hardware support for echo cancellation.

Loss tolerant mode for audio

Mobile users experience audio issues such as choppy sound, echoes, and disruptions during
virtual sessions when connecting through networks with high latency and packet loss. These
issues impact communication and productivity. Citrix Workspace app for Android version 25.11.0
supports audio over EDT lossy for Android to provide consistent, high-quality audio comparable to

desktop platforms.

This feature uses EDT (Enlightened Data Transport), a Citrix UDP-based protocol that performs
effectively on challenging network conditions. Audio over EDT Lossy optimizes real-time audio

streaming and delivers improved audio quality with minimal stuttering or dropouts.

The feature enhances real-time streaming and improves audio quality over EDT for users

connecting through networks with latency and packet loss.

For more information about loss tolerant mode and EDT, see Additional information in the Citrix

Virtual Apps and Desktops documentation.

Loss tolerant mode for audio is enabled by default. To disable or re-enable this feature, complete
the following steps:
1. Enable HDX adaptive transport (EDT).

2. Enable loss tolerant mode for audio.

Synchronized audio volume control with audio device auto sync

Citrix Workspace app for Android 25.11.0 supports audio volume control and synchronizes

playback volume and mute status in real time between the client device and the server system.
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When you start a session, the app sends the client's playback volume to the server and sets the
recording volume to 50. You can adjust playback volume from either the client or the server.

Platform limitations restrict recording volume control to the server only.

Enhanced automatic keyboard show-hide with Windows VDA

Citrix Workspace app for Android version 26.3.0 improves the automatic keyboard show-hide
behavior when connecting to Windows Virtual Delivery Agent (VDA). This enhancement provides
more intelligent keyboard management that responds to user interaction patterns, reducing

unintended keyboard dismissals during active input sessions.

In earlier versions, Citrix Workspace app for Android immediately hid the on-screen keyboard
whenever the Windows VDA sent a hide keyboard request, regardless of the user's current
interaction context. This approach sometimes caused the keyboard to disappear unexpectedly
during active typing sessions, interrupting user workflows and requiring manual keyboard

reactivation.

The improved functionality introduces intelligent context analysis before running keyboard hide
requests from Windows VDA. When Citrix Workspace app for Android receives a hide keyboard

request, the app now evaluates recent user interaction:
 Active user interaction detected: If the app detects a valid user single-tap event, the
keyboard hides immediately to maintain responsive behavior

* No recent user interaction: If no valid single-tap event occurred, the hide request remains

pending rather than executing immediately

» Deferred execution: The pending hide request runs when the user performs their next single-

tap in a non-editable area, ensuring the action aligns with user intent

Benefits

» Reduced workflow interruption: Users experience fewer unintended keyboard dismissals

during active typing sessions

» Improved user experience: The keyboard remains visible when users need it most,

maintaining focus on input tasks

* Intelligent interaction handling: The feature distinguishes between system-generated

requests and user-initiated actions

e Seamless VDA integration: Enhanced behavior works transparently with Windows VDA

keyboard management
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This enhancement specifically benefits users who frequently interact with text fields, forms, and

applications requiring sustained keyboard input within their Windows VDA sessions.

Improved support for EDT Lossy connections with Secure HDX

Citrix Workspace app for Android now includes enhanced logic for EDT (Enlightened Data
Transport) lossy connections in direct communication scenarios between the client and the
Virtual Delivery Agent (VDA). Previously, enabling EDT lossy for audio and graphics transmission
required DTLS. Now, this requirement has been removed, simplifying configuration and improving

flexibility.

With this update, Secure HDX 2.0 is now recognized as a valid encryption method for lossy
packets, eliminating the dependency on DTLS when Secure HDX is in use. This improvement
delivers a more secure and flexible connection experience. It is beneficial for environments using
HDX Direct or Secure HDX configurations, while encryption standards are maintained without

relying solely on DTLS.

Anti-keylogging support for Web Interface

Citrix Workspace app for Android now provides anti-keylogging support for Web Interface (Custom
Portal) environments. This feature protects sensitive information by preventing malware keyboards
and custom keyboards from capturing keystrokes on the sign-in screen, resource enumeration
screen, and during Citrix Virtual Apps and Desktops sessions. Anti-keylogging support was
previously available only for cloud store and on-premises store configurations, and now extends to

Web Interface deployments for enhanced security across all Workspace app environments.

Real-time keyboard settings in Citrix Workspace app for Android

Citrix Workspace app for Android now applies keyboard setting changes immediately during active
sessions without requiring a session reconnection. This enhancement eliminates the previous
workflow where users needed to disconnect and reconnect their sessions for keyboard

configuration changes to take effect.

Previously, users who modified keyboard-related settings in Citrix Workspace app for Android such
as Keyboard Layout Sync, External Keyboard Input Mode (Scancode/Unicode), or other keyboard
preferences experienced workflow interruptions. These changes required ending the current
session and establishing a new connection before the updated settings became active. This
process disrupted productivity and created friction in the user experience, particularly for users who
frequently adjust their keyboard configurations to match different work contexts or VDA

environments.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 124



Citrix Workspace™ app for Android

The real-time keyboard settings feature provides immediate application of configuration changes

across all supported keyboard settings:
» Keyboard Layout Synchronization: Enable or disable automatic keyboard layout
synchronization between the Android device and VDA without session interruption

» External Keyboard Input Mode: Switch between Scancode and Unicode modes for external

keyboards instantly during active sessions

» Keyboard shortcuts and hotkeys: Modify how system shortcuts behave between local device

and remote session

* IME (Input Method Editor) settings: Adjust language input methods and keyboard layouts on-
the-fly

Benefits

» Improved productivity - Users maintain their workflow continuity by applying keyboard

settings immediately without losing session state, unsaved work, or active applications.

* Enhanced user experience - The feature eliminates the friction of session reconnection,
creating a seamless configuration experience that matches user expectations from modern

applications.

» Flexible configuration management - Users can test and adjust keyboard settings in real-

time to find optimal configurations for their specific use cases without multiple session restarts.

» Better support for mixed environments - Organizations with diverse keyboard requirements
benefit from users' ability to quickly adapt their input methods when switching between different

VDA environments or tasks.

Feature limitations

» Changes apply to the current active session; multiple concurrent sessions require individual

configuration.

» Some advanced keyboard features might have brief synchronization delays depending on

network conditions.

» External keyboard detection occurs at connection time; hot-swapping keyboards might require

a brief configuration refresh.

Additional information

For additional information about keyboard configuration options, see:

» Scancode input mode for external keyboard.
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» Keyboard layout synchronization.

» Enhanced on-screen keyboard experience.

Graphics and Display

Starting with 2607, this feature redesigns the display settings in Citrix Workspace app for Android.
It makes them easier to understand and use. The new Graphic settings automatically sync with
your device’s native display configuration, so you get the best visual experience without manual

tuning.
Graphic settings auto-synchronization with native android settings

Key Improvements

» Simplified Session Resolution Settings: The session resolution settings have been

simplified from five technical options to three intuitive choices.

» Centralized Display Settings: You can now find Display orientation and Keep display on

settings under Settings > Display.

* Immediate Application of DPI changes: Display setting changes, such as DPI adjustments,
apply immediately. You do not need to disconnect and reconnect your session for these
changes to take effect.

Known Limitations

 Live DPI changes require a compatible VDA version. On older VDAS, a session reconnect may

still be needed.
» The Limit the minimum session size toggle is only available when Fit screen is selected.

» When Match server settings is enabled, all other resolution options are disabled.

Example Usage

Consider a device with a native resolution of 2264 x 1080 :

SETTING SESSION RESOLUTION VISUAL RESULT
Match my device display 2264 x 1080 Sharp and correctly scaled;
matches native app
appearance
Scale for high resolution 1132 x 540 Everything is larger and

easier to read
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SETTING SESSION RESOLUTION VISUAL RESULT

Fit screen 2264 x 1080 Maximum workspace area;
text may appear smaller

Configure Session Resolution
1. Navigate to Settings > Display > Session Resolution.
2. You can select one of the following options:
* Match my device display: Matches your device’s native resolution and DPI settings. Text
and images appear sharp and correctly sized.

e Scale for high resolution: Makes text and images larger. The session runs at half your

device’s resolution.

» Fit screen: Scales the session to fill your screen. You get the most workspace area.

Configure Additional Settings

1. Match server settings:

Enable this option to use the resolution defined by your IT administrator on the server. This

is useful in managed environments where display settings are standardized.

When this toggle is on, the three resolution options above are greyed out.

By default, published desktops launch in full screen. Published applications launch at 1024

X 768 .

Your IT administrator can customize these defaults through StoreFront configuration.

2. Limit the minimum session size:

» Enable this option when Fit screen is selected. The session will never be smaller than
1366 x 768 pixels. This ensures compatibility with applications that require a minimum

window size.
3. Display orientation::
» Select how your session responds to device rotation:

o Auto-rotate: The session follows your device orientation.
o Portrait: The session stays in portrait mode.

o Landscape: The session stays in landscape mode.
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4. Keep display on:

e Enable this option to keep your device screen on when a virtual session is active. This

prevents the display from dimming or locking during use.

Configure using StoreFront

When Match server settings is enabled, your IT administrator can customize default resolutions

through StoreFront configuration. To customize the default resolutions perform the following steps:

1. Edit the StoreFront default.ica file.

2. Add the following lines under the [Application] section to set the desired horizontal and

vertical resolution:

[Application]

DesiredHRES=1920

DesiredVRES=1080

This sets the session resolution for all users connecting with Match server settings enabled.

Per-application overrides are also supported.

Changing Settings During a Session

You can change display settings when a session is running. Changes to resolution and DPI
settings take effect immediately. The session display briefly adjusts as the new settings are

applied.

Upgrading from a Previous Version

When you upgrade from an earlier version of Citrix Workspace app, your existing display settings

automatically migrate. No action is needed.

PREVIOUS SETTINGS NEW SETTINGS
Match client DPI Match my device display
Optimize for high resolution Scale for high resolution
Fit screen Fit screen
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PREVIOUS SETTINGS NEW SETTINGS
Optimize for metro apps Fit screen + Limit minimum session size
(enabled)
Resolution from server Match server settings enabled

Managing display settings through GACS

You can centrally manage display settings through the Global App Configuration Service
(GACS). When a GACS policy is configured for session resolution, the corresponding settings in

the Workspace app are locked. Users cannot change them.

Extend display

Support for Zebra Workstation Connect

With this release, we introduce compatibility with Zebra tablet features - desktop launcher and
experience in desktop mode. The user experience of the Android tablet is mirrored on the client

monitor with the Zebra Workspace Connector.

Citrix Workspace app supports the following Zebra devices:

EC50, EC55, ET56 Mobile Computers
e TC52x,

e TC57X,

TC52ax,

TC52x-HC

TC52ax-HC

For more information on managing the zebra device, see Manage Zebra Android devices in the

{{page.cpa}} documentation.

Multi-display support on Samsung DeX

Samsung DeX (Desktop eXperience) is available on some high-end Samsung handheld devices.
The DeX feature enables you to extend your device into a desktop-like experience by connecting a

keyboard, mouse, and monitor.
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You can connect your DeX-enabled device and the external display to extend the desktop session

onto the external display. The external display must support the DeX protocol. You can either

extend or display different content on the Samsung DeX screen and the external display.

IMPORTANT:

 This feature applies only to the Samsung DeX platform and not for ChromeQS or other

Android devices.
 This feature is only for Citrix® desktop sessions and not for app sessions.

» The Extend icon is available only on the DeX screen. Start the desktop session from the

DeX screen.

» The external display resolution depends on the Samsung DeX device, the external

display, and the other hardware used.

Configure Extend mode

To enable the Extend mode:
1. Connect the device that has the Samsung DeX protocol to the external monitor using the cable.

You can also connect the Samsung DeX capable device to the Samsung monitor. The

Samsung monitor must support the DeX protocol in the wireless mode.

The setup works best with USB type-c HDMI and USB-C Dock adapters.

2. Open Citrix Workspace app and start a desktop session from the Samsung DeX screen.

3. Navigate to the toolbar and tap the Extend icon.

K_A
o
E N

TIP:

To remove the screen extension, tap the Extend icon again.
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4. Use the drag and drop feature to move the application window to the external monitor.

LIMITATION:

Release the mouse pointer at the screen edge when you drag a window to another
display. Continue the drag and drop action using a mouse from the target display to move

the window.

NOTE:

* You can rotate the device screen to suit your needs.

» Adjust the font size for readability in session display settings under the Scale and layout

section.

Configure display arrangement

To configure the display arrangement:

PREREQUSITE:

Configure the display arrangement before you start the session.

1. Open Citrix Workspace app and navigate to the Settings icon > Settings > General > Display

> Display Arrangement.
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Display Arrangement

@ Automatic

(O  Device screen to the right

(O  Device screen to the left

CANCEL

2. Select a suitable option. The device display appears either on the right or on the left.

IMPORTANT:

» The Samsung DeX screen is the primary display.
» Only one screen can display the Citrix Workspace app Ul.
* You can plug in only one external display.

 Citrix Workspace app closes when you start a session.

Support for more than one session on Samsung DeX with Samsung Knox

Previously, Citrix Workspace app for Android supported only one virtual session at a time on

Samsung DeX with Samsung Knox.

Starting with the 24.9.0 version, Citrix Workspace app for Android supports running more than one
session on Samsung DeX devices with Samsung Knox. This means end users can have one
instance displayed on an external monitor in DeX mode and another on the device display. This
arrangement improves the user experience and makes Samsung DeX devices with Samsung Knox
a strong alternative to traditional desktop devices. Furthermore, users can integrate the benefit of
the Secure Folder in their virtual session, allowing them to store all their sensitive files in Secure
Folder securely. The folder is protected by the Samsung Knox, which encrypts all files stored there,
making sure that your information is kept safe from any malicious attacks. To integrate the support

for the Secure Folder feature, the app utilizes the capability to initiate two instances of the Citrix
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Workspace app. User can run the second instance of Citrix Workspace app by enabling the Secure
Folder.
Prerequisites

* Your device must be running Android 12 or later.

* Your device must have One Ul 6.0 installed (the minimum supported version is One Ul 2.0)

Here, in the image:

1. Citrix Workspace™ app window that is open on the Samsung DeX device.

2. Virtual Desktop session opened from window 1.

w

Citrix Workspace app window that is open from the Secure Folder.

N

. Virtual Desktop session opened from window 3.

Extend screen on OneUI 6.0 devices

Dex-enabled devices (phones and tablets) provide two displays for the Android apps. Using this
multi-display feature, end users can run virtual apps on the device screen while interacting with the

virtual desktop on the external monitor on Samsung Dex-enabled devices running OneUl 6.0.

This enhancement addresses the limitations of smaller mobile and tablet screens, providing a more
immersive and productive workspace. End users can multitask with multiple desktops or apps

available through Citrix Workspace app.
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Device screen to the bottom display arrangement support on Samsung
OneUl 5.1+ devices

Previously, Citrix Workspace app for Android supported the display layouts Device screen to the

right and Device screen to the left.

With the 24.11.0 version, Citrix Workspace app supports the new display layout allowing users to
position their primary device screen at the bottom of the external monitor. The from bottom of
monitor layout provides a more natural and ergonomic setup when using the Samsung device with

an external monitor.

End user experience

End users can extend their session to the Samsung device that is positioned at the bottom of the
monitor. A new setting, Device screen to the bottom is added under Citrix Workspace app

Settings > Display arrangement.

Display arrangement

®  Automatic

(O Device screen to the right

(O Device screen to the left

(O Device screen to the bottom

To set up:
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< Flow pointer to phone screen

On L @

From bottom of monitor
Pointer flows from the bottom of the monitor to the top of the phone.

Pointer flow direction

From right side of monitor
From left side of monitor

(® From bottom of monitor

1. Connect a Samsung device that supports Samsung DeX to External Monitor.
2. Select From bottom of monitor from Samsung DeX Flow pointer to phone screen setting.

3. On the monitor, open Citrix Workspace app > Settings > Display > Display arrangement >

Device screen to the bottom.
4. Start a published desktop session.
5. Click Extend on the session toolbar. Session gets extended to the device screen.
The user can move the mouse or drag and drop the window from the bottom of the monitor to the

top of the device. Mouse movement and window dragging between screens are seamless. In

addition, device rotation is supported with correct image updates.

Limitations

The Samsung DeX taskbar might continue to pop up when dragging windows between screens. As
a workaround, end users can use system keys (for example, Shift + Windows + Left/Right) to

switch windows.
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Support for DPI Matching on Samsung DeX in multi-display mode

This enhancement improves the user experience for Samsung DeX devices connected to external

monitors or docks, particularly in enterprise environments.

Previously, when using a DeX device with an external monitor, DPI matching was not available for
the built-in display or tablet screen, making it ineffective as a secondary monitor. Without DPI
matching, it wasn't easy to recognize and read the characters on the screen. In addition, selecting

or clicking the Ul elements was hard.

Starting with the 25.1.0 version, there is a uniform experience between the Citrix Workspace app
on a DeX device with an external monitor and its use on a standard desktop or laptop. This

enhancement resolves the inconsistencies in scaling and DPI management encountered in multi-
screen mode with Samsung DeX. As part of this initiative, we are aligning the HDX experience on

Samsung DeX with external monitor support to that of a standard desktop or laptop computer.

Support for floating window mode

Starting with the 25.5.0 version, Citrix Workspace app for Android introduces support for the
floating window mode. Previously, when users switched to other mobile apps, the session window

was minimized and moved to the background.

This enhancement enables users to switch the session to a floating window, providing greater
flexibility and multitasking capabilities. With this feature, Users can seamlessly transition their

virtual desktop or application session into a resizable, movable floating window.

Prerequisites

To enable this feature, go to Settings > Advanced and turn on Floating window.

Benefits

The floating window feature improves multitasking by allowing users to keep their virtual desktop or
application session in a resizable, movable window while using other mobile apps. This feature is

helpful for referencing documents or switching between the virtual session and other apps.

How to configure

To enable the feature, go to Citrix Workspace app for Android Settings > Advanced > Floating
Window and toggle on. After enabling, press the Home or Back button to interact with a system

notification, or swipe up to switch the session to floating window mode.
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On Samsung devices, the session behaves as described. On other devices, pressing the

Home or Back button puts the session window into PiP mode.
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< Advanced SIGN OUT

Display orientation
Landscape mode

Keep display on

Certificate validation

Allow legacy store access

8 O O O

Send usage statistics

Auto USB redirection

Disable network monitoring messages

Floating window

Fullscreen window

®|0|0 O

Client name

App configuration
Default

[ O <

Limitations

* To apply any modified user settings, the session must be restarted.
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» The floating window feature might not be compatible with all devices due to software

restrictions.

Screen captures on Samsung mobile devices
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Screen captures from other devices

BALKit-Wision Settirgs

Multimonitor and plug-unplug experience improvements

Starting with version 25.9.0, Citrix Workspace app enhances the external display experience on
Android tablets. The app now provides seamless support for presenting sessions on an external
display in both mirror mode and screen-extension mode. The app honors the whole screen of the
external display only, instead of mirroring the graphics as the OS does. This functionality ensures

smooth transitions when plugging in or unplugging an external monitor without visual glitches.

For Samsung DeX dual mode on One Ul 7 and earlier, the DeX display is ignored if the session is

launched on the device screen.

User experience

Inactivity timeout for Citrix Workspace app sessions

The administrator can specify the amount of idle time that is allowed. After the time-out value, an

authentication prompt appears.
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The inactivity timeout value can be set starting from 1 minute to 24 hours. By default, the inactivity
timeout isn’t configured. The administrator can configure the inactivityTimeoutinMinutesMobile
property by using a PowerShell module. Tap here to download the PowerShell modules for Citrix

Workspace app configuration.

When you've reached the specified time-out value, the end-user experience is as follows

depending on the authentication type configured:

 After the inactivity timeout, you'll receive a prompt to provide biometric authentication to access

the Citrix Workspace app again.

» If you can cancel the biometric authentication prompt, the following message appears:
Citrix Workspace app is locked.

You must authenticate to continue to use the Workspace app.

« If the passcode is not configured on the Android, you have to sign in with credentials after the

inactivity timeout.

This feature is applicable for customers on Workspace (Cloud) only.

Support for biometric authentication after inactivity

After the inactivity timer expires, the end user is asked to authenticate themselves using biometric

features such as facial recognition and fingerprint scanning.

The most robust form of biometric authentication available to the end user depends on the OEM of

their device, and they are prompted accordingly.

For more information about configuring inactivity timer, see Inactivity timeout for Citrix Workspace

app sessions.

Option to disable display of error messages

You can now disable the display of the following error message related to network monitoring:
"Connection might be temporarily slow."

To disable the error message relating to network issues in a session, go to Advanced and select

the Disable network monitoring messages option.
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User interface enhancement

 Starting with the 20.7.0 release, you can remove the store account details from the Edit option.

Tap Remove account to remove the account details.

 Starting with the 20.7.5 release, the Recent tab displays the native mobile apps along with the

published apps and desktops.

 Starting with the 20.10.0 release, Citrix Workspace app supports Google Play's current target
API requirements for Android 10.

 Starting with the 20.10.0 release, you receive a notification about a non-secure connection

when you try to add an HTTP store.
 Starting with the 21.3.5 release, you can navigate back and forth within web and Software-as-

a-Service (SaaS) apps.

The navigation buttons appear at the bottom left of your workspace web and SaaS app session

of your mobile phone.
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Get to know Citrix

The navigation buttons appear at the top left of your SaaS app session of your tablet.

 Starting with the 21.4.0 release, you can search for words or phrases within your web and

Software-as-a-Service (SaaS) apps.
To search, follow these steps.

a. Tap the ellipsis button on the bottom right and select Find in page.
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Openin browser

Copy link
Find in page

Share

b

a. The keyboard appears.
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a. On typing, your search result appears (for example, the word "imagine").
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 Starting with the 21.6.0 release, you can download text, audio, and video files (with and without
direct links). For text, audio, and video files with direct links, download directly by tapping the

link. You can preview the audio and video files before downloading them.

To download files without direct links, tap the ellipsis button on the bottom right and select

Download.
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After the download completes, a notification indicates that the file is saved in your downloads

folder.
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 Starting with the 21.8.5 release, we now support Android 12 Beta 4 in the Citrix Workspace app
for Android. Upgrading to Citrix Workspace app version 21.8.5 ensures uninterrupted support

for devices that are updated to Android 12 Beta 4.

 Starting with the 21.9.0 release, the Citrix Workspace app supports Android 12 Beta 4. If you
are on HTTP-based stores, for a secure context, we recommend that you transition to HTTPS-

based stores. For more information, see HTTPS.

« Starting with the 22.2.0 release, you can access a list of recently launched apps for quick

access when you use the long-press gesture on the Citrix Workspace app icon.
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DirectDesktop

GatewayDesktop

Evernote

FileExplorer

Google . Fhotos  Play Sto:.

8 9@ .

Google Assistant integration

You can interact with the Google Assistant to launch resources like apps and desktops without
launching the Citrix Workspace app each time. All the recently accessed resources are listed under

Google Assistant shortcuts. Select the ones that you prefer to add as a shortcut.

To configure:
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1. Launch the Citrix Workspace app and open a resource you want to add as the shortcut.

2. Open Google Assistant settings from your device.

Accessing Google Assistant settings can vary depending upon the Android version and

the Android device you use.

As a tip, use the voice command to open the Google Assistant settings.
3. Scroll and tap Shortcuts.

4. Tap Citrix Workspace app and select the resource you want to add as a shortcut. You can

now use voice commands to launch the resource.

Shortcut created. Next time just say,

5. (Optional) You can edit and update the voice command.
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Hey Google, launch Workday in workspace

Session experience

DPI matching

The DPI matching feature ensures that the virtual session gets rendered according to the DPI of
the device. Previously, even on high-DPI mobile phones and tablets, the DPI of the device wasn't
considered for session display. Starting with the 24.1.0 release, a new display setting helps to

achieve DPI matching.

On your device, go to Citrix Workspace app for Android Settings > General > Display > Session

Resolution > and select the Match client DPI option.
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Session Resolution

®  Match client DPI

Match server

Fit screen

Optimize for high
resolution

Optimize for metro apps

CANCEL

In other words, the Citrix Workspace app attempts to match the display resolution and DPI scale
settings of the Android device to the Citrix session automatically. This feature enhances the user
experience by displaying the sessions according to the DPI of the phone or tablet. The session

icons, text, and image clarity are now sharper and more comfortable to read.

For example, when you select the Match client DPI option, the session icons, text, and images are

clear.
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On the contrary, when you select the Fit screen option, the session icons, text, and images are

smaller in size.
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When you connect an external monitor, the session continues to render with the primary

device's DPI because of Android's limitation.

Enlightened Data Transport (EDT)

In earlier releases, session launches were unsuccessful when Enlightened Data Transport (EDT)
connections can't be established between {{page.cgtwy}} and the VDA. Starting with the 21.5.0

release, unsuccessful EDT connections fall back to TCP.

EDT stack parameters enabled by default
Starting with the 21.7.0 release, the EDT stack parameters are enabled by default. As a result,

we've removed the EDT Stack Parameters option from Settings > Advanced.

To date, the option to disable EDT stack parameters was available to users. With this option
available, not all clients were following custom EDT Maximum Segment Size (MSS) requirements
consistently. As a result, fragmentation occurred with degradation in HDX™ performance and
issues in establishing sessions for these clients. With EDT stack parameters newly enabled by

default, the overall user experience and satisfaction is now enhanced.

Parallel connection
Starting with the 21.7.0 release, we've are introducing the EDT and TCP parallel connection

feature. The feature results in decreased connection times.

Earlier, when establishing a connection, the Citrix Workspace app tried to connect using EDT.
Unsuccessful EDT connection attempts fall back to TCP causing the following issues that are now
addressed:

* Increased connection time in fallback scenarios.

 Session reliability and Auto client reconnect tended to favor TCP.

» Required a connection break to try TCP again.

MTU Discovery capabilities added to EDT
We've added Maximum Transmission Unit Discovery capabilities to Enlightened Data Transport

(EDT). As a result, you can now enjoy a consistently stable HDX experience, delivered by EDT.

Earlier, EDT failed in several scenarios such as VPN, Wi-Fi, 4G or 3G connections, and on

Microsoft Azure, caused by packet loss because of packet size.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 155



Citrix Workspace™ app for Android

When you tried to launch a session, packet fragmentation caused sessions to drop. As a
workaround, it was necessary to adjust the EDT MSS (Maximum Segment Size) in the {{page.sf}}
file, which meant extra configuration. The addition of MTU Discovery capabilities added to EDT

resolves and addresses these issues.

MTU Discovery capabilities added to EDT work in sessions hosted on 1912 VDA and later.

Auto-launch of ICA® file

You can launch your published apps and desktops by tapping the resource. This feature requires

{{page.sf}} (on-premises) Version 1912 or later.

Enhanced session launch

Published apps and desktops are launched in separate windows. This enhancement helps you to
use and interact with the store enumeration window without having to disconnect or log off from the

session.
Limitations:

» After changing any user settings, you must relaunch the session for the changes to take effect.

» Apps and desktop are named 'Workspace' in the taskbar - not after the session.

Battery status indicator

The battery status of the device is now displayed in the notification area of a Citrix Desktop

session.

Battery status indicator isn't displayed for server VDA.

USB device redirection

Starting with Version 20.9.0, the USB redirection feature is fully functional and ready for general

availability. By default, the USB redirection feature is disabled.

This feature allows the redirection of arbitrary USB devices from client machines to {{page.cvad}}
and {{page.cdaas}}. It allows you to interact with a wide selection of generic USB devices in a

session, as if they were physically plugged into it.
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As a prerequisite to manage this feature using the Citrix Global App Config Service, set the USB
redirection feature to Enabled on the Delivery Controller. For more information on how to configure
USB redirection on the Delivery Controller, see the Generic USB devices section in the

{{page.cvad}} documentation.

The Citrix {{page.gacs}} gives Citrix administrators the ability to deliver {{page.cw}} service URLs

and Citrix Workspace app settings through a centrally managed service.

The USB redirection feature is integrated with and configurable through the Citrix Global App
Config Service. You can manage the feature using the Citrix Global App Config Service for non-

domain joined networks.

For information on configuring the feature using this method, see {{page.gacs}} in the developer's

documentation.

This feature is ready for general availability starting with Version 20.9.0. In Versions 20.8.1

and earlier, it's available on-demand only.

The USB redirection policy must be set to Allowed on the Delivery Controller. For information
about configuring USB redirection in Citrix Studio, see Configure generic USB redirection in the

{{page.cvad}} documentation.
For printers and scanners:

Install the vendor-specific drivers on the device. When the installation is complete, the vendor

software might ask you to reconnect the USB device. Reconnect the USB device to redirect it.

Configuring USB redirection on mobile phones, tablets, and Samsung DeX

1. Add a USB redirection policy-enabled store and launch a session.

2. Tap the session toolbar icon as displayed in the dialog below:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 157


https://docs.citrix.com/us/en/citrix-virtual-apps-desktops/devices.html
https://developer.cloud.com/device-management/global-app-configuration-service/docs
https://docs.citrix.com/us/en/citrix-virtual-apps-desktops/devices/usb-devices/usb.html

Citrix Workspace™ app for Android

1 ) <

3. Tap the USB Icon in the session toolbar.

4. Connected USB devices are listed in the USB devices window as follows:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 158



Citrix Workspace™ app for Android

19:36 ¢ @

<« USB devices

Kingston DataTraveler G3
Available 1o redirect

Genaric

Tap toggle to redirect the devioe

Il - <

5. To redirect a particular USB device, tap the Toggle option against the device.

A Workspace permission dialog appears.

159
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Workspace

Allow Workspace to access Cruzer
Blade?

Cancel

6. Tap OK to grant permission for the Citrix Workspace app to redirect the device.

This step is mandatory to redirect the USB device.

The USB device is redirected and the status is displayed as follows:
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19:36 & 7 B - el 92% M

“— USE devices

Kingston DataTraveler G3
Redirected 1o this session .

Generic

Tap toggle to redirect the device

* If a pen drive is redirected, it appears as listed in a session.

panel.

« |If a printer or scanner is redirected, it's displayed in the Devices section in the control

Tested USB devices

DEVICE MANUFACTURER
Printer HP
Scanner HP
Scanner Canon
Space Navigator 3Dconnexion
Printer Brother

MODEL

LaserJet P2014

Scanjet G3010

CanoScan LIiDE 700 F

QL-580N
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DEVICE MANUFACTURER MODEL

Scanner HP Scanjet 200

Known issues:

» Only one USB device is supported at a time.

» Audio and video USB devices aren’t currently supported.

Auto-redirection of USB devices

Citrix Workspace app lets you redirect USB devices automatically when you connect them. When

you connect a USB device, a prompt appears, asking you for permission. After you grant the

permission, the USB device is redirected automatically.

This feature is available on-demand only and supports only if the USB device redirection

feature is enabled.

Enhancements to audio redirection

Previously, audio redirection in a desktop session required multiple levels of microphone settings,
and the steps to set the permissions weren't intuitive. Now, microphone permission settings are

simplified and are user friendly. You can also enable the permissions while you are in a session.

By default, the audio toggle under Citrix Workspace app > Settings > Audio is enabled. The

session can now detect the speaker that is already connected. Administrators can enable or

disable audio redirection using the {{page.gacs}}.

By default, the microphone permission is disabled on both the Citrix Workspace app setting

and on the store setting page.

You might come across one of the following scenarios when either the Citrix Workspace app or the

store disables the microphone:
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» When both Citrix Workspace app and Store settings disable the microphone permission, the
Allow Workspace to record audio pop-up message appears as you start the desktop session

and use the microphone. Tap While using the app.

» When Citrix Workspace app enables, but Store settings disable the microphone permission, the
Allow access to microphone pop-up message appears as you start the desktop session and

use the microphone. Tap Allow.

Keyboard layout synchronization
Citrix Workspace app allows you to enable the keyboard layout synchronization under Settings >

General > Keyboard > Keyboard Layout Sync.

The Keyboard Layout Sync option allows automatic keyboard layout synchronization between the
VDA and the client device.

On a fresh install and by default, the client-side IME is automatically enabled for Japanese,

Chinese, and Korean languages and the Keyboard Layout Sync option is set to Off.
To enable dynamic keyboard layout synchronization, set the Keyboard Layout Sync option to On.

When the Keyboard Layout Sync option is disabled, both the VDA-side (remote) IME and the
client-side IME take effect depending on your device’s current input method. For example, if the
client-side IME is in English and the VDA-side IME is in Japanese, the VDA-side IME (remote)

takes effect.

When the Keyboard Layout Sync option is enabled, the client-side IME takes precedence. If you
change the input language at the client-side IME, the VDA-side IME changes accordingly. For
example, if you change the client-side IME to Japanese, the VDA-side IME automatically changes

to Japanese. At the same time, Japanese IME on your client device is used during the session.
Prerequisites:

e For Linux VDA, enable Client keyboard layout sync and IME improvement policies.

e For Windows VDA, enable Unicode Keyboard Layout Mapping, Client Keyboard Layout

Sync, and IME Improvement policies.

e The VDA must be version 7.16 or later.
Feature Limitations:

» This feature works only on soft keyboards on the devices, not on external keyboards.

» Keyboard layout synchronization does not support Gboard (the Google Keyboard).
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» The keyboard layout can only be synced from the client to the server. When changing the

server-side keyboard layout, the client keyboard layout can’t be changed.

» When you change the client keyboard layout to a non-compatible layout, the layout might be

synced on the VDA side, but functionality can’t be confirmed.

Keyboard layout support for Windows VDA and Linux VDA

KEYBOARD
LAYOUT ON
ANDROID

Belarusian(Belarus)

Bulgarian

Chinese (Simplified)

Chinese (Traditional)

Croatian

Czech

Danish

Dutch

Dutch(Belgium)

English (Australia)

English (Canada)

English (UK)

KEYBOARD
LANGUAGE

Belarusian(Belarus)

Bulgarian

Chinese (Simplified,
China)

Chinese (Traditional,
Taiwan)

Croatian (Croatia)

Czech

Danish

Dutch (Netherlands)

Dutch

English (Australia)

English (Canada)

English (United
Kingdom)

KEYBOARD
LAYOUT ON
WINDOWS

Belarusian(Belarus)
Keyboard

Bulgarian
(Typewriter)

keyboard

Citrix IME - Chinese
(Simplified, China)

Citrix IME - Chinese
(Traditional, Taiwan)

Croatian keyboard

Czech keyboard

Danish keyboard

United States-
International
keyboard

Belgian (Period)
Keyboard

US keyboard

US keyboard

United Kingdom
keyboard

KEYBOARD
LAYOUT ON LINUX

by

bg

zh

tw

hr

cz

df

us

be

us

us

gb
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KEYBOARD
LAYOUT ON
ANDROID

English(US)

Estonian

Finnish

French (Canada)

French (Switzerland)

French(French)

German (Austria)

German
(Switzerland)

German(Germany)

Greek

Hungarian

Icelandic

Irish

Italian

Japanese

Korean

Latvian

Norwegian

KEYBOARD
LANGUAGE

English (United
States)

Estonian

Finnish

French (Canada)

French (France)

French (France)
German (Austria)

German
(Switzerland)

German (Germany)
Greek

Hungarian
Icelandic

Irish

Italian (Italy)

Japanese

Korean
Latvian

Norwegian (Bokmal)

KEYBOARD
LAYOUT ON
WINDOWS

US keyboard

Estonian keyboard

Finnish keyboard

French Keyboard

Swiss French
Keyboard

French Keyboard

German keyboard

Swiss German
keyboard

German keyboard

Greek keyboard

Hungarian keyboard

Icelandic keyboard

Italian keyboard

Citrix IME -
Japanese

Citrix IME - Korean

Latvian keyboard

Norwegian keyboard

KEYBOARD
LAYOUT ON LINUX

us

ee

fi

fr

ch

fr

at

ch

at

gr

hu

jp

kr
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KEYBOARD KEYBOARD KEYBOARD KEYBOARD
LAYOUT ON LANGUAGE LAYOUT ON LAYOUT ON LINUX
ANDROID WINDOWS
Polish Polish Polish pl
(Programmers)
keyboard
Portuguese (Brazil) Portuguese (Brazil) Portuguese (Brazil br
ABNT) keyboard
Portuguese Portuguese Portuguese pt
(Portugal) (Portugal) keyboard
Romanian Romanian Romanian (legacy) ro
(Romania) keyboard
Russian(Russia) Russian Russian keyboard ru
Slovak Slovak Slovak keyboard sk
Slovenian Slovenian Slovenian keyboard si
Spanish (Mexico) Spanish (Mexico) Latin American latam
keyboard
Spanish (Spain) Spanish (Spain) Spanish keyboard es
Swedish(Sweden) Swedish (Sweden) Swedish keyboard se
Turkish Turkish Turkish F keyboard tr
Ukrainian Ukrainian Ukrainian keyboard ua

Enhanced keyboard and IME diagnostics tool

Starting with version 24.11.0, Citrix Workspace app for Android supports a new self-service
command line tool hosted in Windows Virtual Delivery Agent (VDA) to diagnose keyboard and
Input Method Editor (IME) related issues. This tool meets various user requirements, provides
platform versatility, and caters to personalized needs. The keyboard and IME functions depend on

different configurations and capabilities in VDA and Citrix Workspace apps. Incorrect settings in the
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VDA or client-side might result in unexpected input behavior. With this tool, you can easily identify

issues that were previously difficult to find. They are:

e Client keyboard layout and VDA keyboard layout inconsistency: The tool checks if the

client keyboard layout matches the VDA keyboard layout.

» Predictive text setting for CJK client IME input check: The tool checks the client keyboard's

predictive text setting to suggest best practices.

» Keyboard input mode selection: The tool checks the VDA policy and the selected keyboard

input mode to confirm if keyboard functions work well.

Prerequisites

» Citrix Workspace app for Android 24.11.0 or later.

e Windows VDA 2411 or later.

This command line tool is hosted in Windows VDA as CtxkKbImeDiagnostics.exe .

The command line interfaces are as follows:

INTERFACE

CtxKbimeDiagnostics

CtxKbimeDiagnostics [-

v]

CtxKbimeDiagnostics [-

v] [-s Session_Id]

CtxKbimeDiagnostics [-s

Session_Id]

DESCRIPTION

Shows diagnostic results for
the current user's ICA
sessions.

Shows setting information
and diagnostic results for
current user's ICA sessions.

Shows setting information
and diagnostic results for the
current session.

Specific to a session and
shows the respective
diagnostic result for this
session.

NOTE

If the user has admin
privileges, it shows the
diagnostic for all active ICA
sessions. If the user has no
admin privileges, it shows the
diagnostics for the current
user's ICA sessions.

If the user has admin
privileges, it shows the
diagnostics for all active ICA
sessions.

If the user has admin
privileges, they can query
other ICA sessions. If the
user has no admin privileges,
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INTERFACE DESCRIPTION NOTE

the user can only query their
own ICA sessions.

CtxKbimeDiagnostics [-s Specific to a session and If the user has admin
Session_Id] [-V] shows all setting information privileges, they can query
and diagnostic results for this other ICA sessions. If the
session. user has no admin privileges,

the user can only query their
own ICA sessions.

CtxKbimeDiagnostics [- Shows supported args/ "Help" interface.
h] parameters and examples.

CtxKbimeDiagnostics [- Shows the current tool
V] version.

Service continuity

Service continuity removes or minimizes the dependency on the availability of components that are
involved in the connection process. Users can launch their virtual apps and desktops regardless of

the health status of the cloud services.

For more information, see the Service continuity section in the {{page.cw}} documentation.

App switch

This feature enables an end user to switch between many published apps that are in the same
session. When you tap the Switch icon, you can scroll to select an app and the app that is in focus

is highlighted. You can view the app title, preview image, and window title.

When you open or close an app, the app count updates accordingly. If some apps are opened in

another session, the app count includes all the opened ones.

Support for full-screen display

Starting with the 23.8.0 version, the H264 codec supports improved video rendering in full screen

mode. If you're a frequent consumer of videos or heavily depend on video content, this feature is
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recommended for you. It's designed to improve your video experience for performance, video

quality, and resource utilization.

Configuration

On the DDC machine set the policy Use video codec for compression to For the entire screen

to improve video compression up to 60FPS.

Edit Setting

Use video codec for comgression

walue I Far the entere tsieen

Fowr iha @ntids sorsam

Uze dets
Ceo o iR whido Codes

S Decripll  Une ahen preferred

Thas Saerti o Lt
For actively cBanging regasns

Allpws Uz of 5 WS CoOTEC 10 COMDNESS ETADheT whetn veded dEComing IS Bvailable on the sndpoant. When For the sntire soresn’ i chossn the wdso codec
will be applsed 2 the default codec for all content (some small mmages and Text will be optemized and sent lossiesshyd When For actrvely chanpng regsons’ s
baiad the vithes Otathet will b uissd Tor aneed whees Bede 4 conylan Changes on (ke tresn, ol data will uis dill iMags compr etaon and Eimag caching
Whian widkes decomng i4 not svedable on the sndpont, oF when you spscily Do not e, & comiination of ulill mags Compreason and Dimad Caching & wied,
Whan Use when prefened iz relected the system chooser. based on varous factors. The resulls may vary between wriions a3 the selachon methoed iz
anhansed

Select ‘Do mot use’ to optiemre for server CPU losd snd for cases that do not have & lol of server-rendened wideo o other grephecally mberse spplicataore
Slaart Fidf el S0 S R0 SubiY" 13 S0l 107 Lkt Wil My ik OF Rl -Fianhae’ @l valiods el 300 Pl £, S@aZidlly i L Emadtwiclii

Select For actrely chanping repons ' §o cebmune for imoreved vides periormance. sscecially n low bancdwndih, whele masntsineng scalatl iy for slatic and
kvl y Pabg i Csila

Salect Ute vided codec whish grederned” 1o allow the #yitem 1o make iti bedt effart o chaods aphichiate setings for the cufrant scanand

Addition of Ctrl+Alt+Del shortcut in session toolbar

Starting from the 23.9.5 version, the session toolbar has an option to do the Ctrl+Alt+Del function

with the tap of a button. This option facilitates users to sign out, switch users, lock the device, or

access the Task Manager.
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Support for full-screen mode for app sessions
Previously, when you started an app session, you could view it in windowed mode.
Starting from the 23.9.5 version, Citrix Workspace app for Android introduces a new option to view
the app session in full-screen mode. This feature is helpful when you:
* start a session in full immersion mode with touch devices
* try to duplicate the screen and cast it
» view the Citrix Workspace app on a smaller screen.

To enable the option, go to Citrix Workspace app for Android Settings > Advance > Fullscreen

Window and toggle on. The following screenshot displays the option:

© 1997-2026 Citrix Systems, Inc. All rights reserved. 170



Citrix Workspace™ app for Android

T A@ @ = o a43%e

<«  Advanced SIGH OUT

Ask before exiting

Keep display on O
Certificate validation J
Allow legacy store access O
Send usage statistics
Disable network monitoring messages O

Fullscreen Window

App configuration
Default

Accessibility and TalkBack

Citrix Workspace app provides an enhanced user experience with the TalkBack feature. The
TalkBack feature helps end users who have difficulty seeing the screen. The narrator reads the

screen elements aloud when using the Ul.

To use the Android talkback feature, end users must enable it from Android Settings >
Accessibility > Talkback.

For more information, see Accessibility and TalkBack in the help documentation.

Known issues in the feature

¢ When you attach an external keyboard to your device:
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o To use the CapsLock key as the narrator key, the action might not work as expected. As a

workaround, press the Insert key.

> To use the key combination Win+Ctrl+Enter to enable the narrator, the action does not take
effect inside the virtual desktop session. As a workaround, use the Win key or the Start

menu and enter the word Narrator.

Improved error messages

Previously, error messages had insufficient actionable descriptions.

Starting with the 23.12.0 release, error messages include a clear and user-friendly title, a specific
description for each error, and error codes where possible. Error codes help administrators to
troubleshoot the issue. The improved messages to end users provide enough details to
troubleshoot problems. If there are any unresolved issues, we suggest users reach out to their IT

administrator for further assistance.

For example, when the user is unable to sign in, the following error message appears:
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Invalid URL or email

Citrix conld not venly the Siode URL of emadl
address. Check for spedling evrors and try
again

Error code 544

Soft keyboard support for barcode scanner

Previously, when barcode scanners (for example, Zebra scanners) were detected in a session, the

soft keyboard didn't appear. The issue was because it was identified as an external keyboard.

Starting with the 24.2.0 version, the soft keyboard appears when barcode scanners are connected
as a physical input device. A new keyboard setting is added to support this feature. End users can
go to Citrix Workspace app Setting > Keyboard > and select Allow session on-screen keyboard

when a physical input device is connected option.
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< Keyboard

Predictive text

Note: Enabling this may save sensitive fields [
in the user dictionary

Extended keyboard
Extended keys

Keyboard layout sync O

External keyboard input mode

Unicode

Allow session on-screen keyboard
when a physical input device is L]
connected

Managing predictive text

The predictive text helps in a better typing experience by suggesting words that you can type next.
When you enable this feature during an app or desktop session, it's possible for passwords to

show up on the prediction ribbon. To control this behavior this feature is disabled by default.

» On your device's default keyboard settings, if the Predictive text option is disabled, you

can’t use this feature even when you enable it through Citrix Workspace app for Android.

 In a session, when the CJK input layout is set as a default on the GBoard keyboard, the
English layout appears instead of the CJK layout. To view the CJK keyboard layout, go to

app Settings > Keyboard and enable the Predictive text option.
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Document scanner

If you're signed into Citrix Workspace app, you can use the document scanner feature to scan

many documents and transfer those scanned documents to the virtual desktop session.

 This feature is enabled by default.

Prerequisites
 Client drive mapping (CDM) must be enabled for the store.
» Document scanner requires read and write access on your device. To enable access, follow
these steps:
a. From your profile, tap application Settings > Store settings.
b. Tap your current store.
c. Tap Device Storage and then select Full access.

For more information about how to use this feature, see Document scanner in the help

documentation.

Enhancement to support desktop-like experience in a single session on
Samsung DeX

Previously, Citrix Workspace app supported seamless multi-tasking and provided users with a
desktop-like experience. It allows you to open multiple apps within the same session to run

simultaneously. These apps opened in separate windows.

Starting from the 24.7.0 release, end users can open a separate window for session-sharing apps.
This feature supports more than one local window, thus facilitating multi-tasking. Each window has
a name for each virtual app. Users can open multiple virtual apps and native DeX apps on the DeX
screen only. Active virtual apps and native DeX apps show up as active apps in the bottom taskbar

with respective app names, on the DeX Screen only.
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The first app you start might take a minute to sign in to the session and load your user profile.

Users can do the following:

Click the pin button on the upper-right of the window to pin the app window. The pinned window

always stays on top.
» Access the session toolbar button on all the app windows.

» Minimize, maximize, move, and close the app window.

Switch apps and multi-task using mouse clicks, double-clicks, drag, and keyboard strokes.

Feature limitations

» Server-oriented window size change isn't supported. In other words, if the size of the server-
side window is set or limited, any requests to change the size from the client side aren't
successful. This setting results in a discrepancy between the local and remote window

graphics.

e The client-side window has a minimum window size. For instance, the minimum size of a
window on a 1920x1080 resolution DeX screen is 220x220 with the title bar, and the available

rectangle size is 220x189.
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» Certain menu options might extend and appear out of the parent app boundary. The extended

menu options might appear in the other app windows.

» The preview image of an app in the taskbar might overlap and cover another app's preview.

Enhanced EDT congestion control

The Enhanced EDT congestion control feature optimally utilizes the available network bandwidth,
resulting in improved throughput and reduced latencies for internet traffic. This allows users with
poor network connections to experience seamless sessions on their mobile devices. Overall, this

feature enhances the user experience and usability of Citrix Workspace app for Android.

NOTE:

» By default, this feature is enabled. However, to use this feature, ensure you enable the

Citrix Workspace app > Settings > Advanced > EDT option.

 This feature is supported on both cloud and on-premises stores.

For more information about configurations, see Enhanced EDT congestion control in the Citrix

Virtual Apps and Desktops documentation.

Enforcing Citrix access using Citrix Workspace™ app

Starting with version 24.12.0, admins can mandate users on Android devices to access Citrix
Workspace exclusively through the native app. When this feature is enabled, users attempting to
access the store URL and third-party browsers are automatically redirected to the Citrix Workspace
app. This ensures they can take advantage of all the native app’s capabilities and enjoy a
seamless user experience. Additionally, this feature gives admins greater control over the user
environment and enhances security by keeping the authentication process within the native app,

eliminating the need to download ICA files.

Admins can enable this feature using their Citrix Cloud account. For more information, see

Mandate end users to authenticate and access apps and desktops through native app.

Improved in-session toolbar

Starting with the 24.12.0 version, an enhanced toolbar Ul appears when you start a desktop
session. The look and feel of the in-session toolbar Ul is changed. The toolbar Ul is designed to

improve the end user experience by organizing the options in a user-friendly manner.
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This feature is disabled by default. To enable the feature, follow the configuration steps.

Benefits
This enhanced toolbar includes:
¢ Admin Control: Admins can customize the toolbar, choosing what options are shown to the
end user.

« Enhanced look and feel: The toolbar has been revamped with a new user interface and

skinning options.
e Switchable layout: The toolbar can switch between a single and dual-column layout.
e Customizable toolbar: Admins can push the old or new toolbar to users.

* Drag functionality: In landscape mode, the toolbar notch can only be moved along the top
edge of the screen. In portrait mode, the notch can be dragged horizontally from left to right,

right to left, and vertically along the screen's edge.
* Quick access icons: New icons are introduced to quickly access frequently used features.

e Gesture guide: This guide provides guidance on using single-click, right-click, drag, zoom,

toggle pointer, and keyboard.

» Toolbar guide: Includes options for devices, keyboard, pointer, magnifier, mouse, display,

camera, switch, and more.

Configuration

You can configure the new toolbar Ul as follows:

Global App Configuration service

On the cloud setup, administrators can enable or disable the improved toolbar feature by
navigating to Workspace Configuration > App Configuration > Session Experience > Toolbar

> New Toolbar. To enable the feature, select the checkbox and the respective toggle button.
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Workspace configuration

v Storewide

Production

Reset all to default

Icons and Actions

@ Citrix Workspace App @ Citrix Enterprise Browser
<> View configuredchanges  |[] Clone Settings
X 18 Andreid O Cheomeos () HIMLS as 0 M () Windows ) Linax
Session Experience > Toolbar
Updates and Plugins
New Toolbar 2 ~
>
App Experience — “
> Security and A
> Session Experience
e Android Enabied (@)  Configured
» HOX and Multimedia
> Accessories i0s Enabled

The icons are visible to the end users only if their organization’s admin has enabled the

specific feature.

Icon/Action

Toolbar notch

Help

Scan Document

Devices

Description

When you start an app or a desktop session,
the toolbar notch appears at the top of the
screen. When you click the notch, the toolbar
appears in the unpinned state. Drag and
reposition the toolbar notch onto any side of
the screen. After you release the mouse, the
notch will automatically align itself with the
nearest edge.

Guides on using toolbar features, gestures,
and menu options for navigating and
interacting with the session.

Opens the camera app for scanning
documents.

Click to open the USB Devices dialog box.
Click Add to view the USB devices connected
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to the local device. The dialog box lists the
devices that can be redirected to the session.
To redirect the USB devices, select an
appropriate device and click Connect.

Note: You can view the Devices icon only if
your IT administrator provides access to
connect USB devices through policy settings.

Camera You can select the type of camera to use: front,
rear, or external.

Pointer Displays a Windows-like mouse pointer inside
the session window.

Pan Tap to switch between the following actions

Pan: Tap to move around the screen easily.

Scroll: Tap to scroll the page.

Multi-touch: Tap to pinch and zoom, scroll, and
use multi-finger gestures in the session.

Magnifier Displays a window-like mouse pointer along
with a magnifying lens. User can move the
magnifier window over the screen to see the
magnified view.

Keyboard Displays the Android system soft keyboard
along with an extended keyboard accessory
with control keys.

Ctrl+Alt+Del You can perform the Ctrl+Alt+Del function with
the click of a button. This option helps users to
sign out, switch users, lock the system, or
access the Task Manager.

Display Settings Opens the Citrix Workspace app display
settings.
Switch Switch apps is used to switch between multiple

virtual apps that are opened at a time in a
single VDA.
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Variable Menu Options Scan - displays a full-screen camera to scan
documents.
Disconnect The disconnect action keeps the virtual

desktop running. Log out to save energy.

Note: When admin configures both the Log out
and Disconnect options, the following message
appears

Log out to save energy: the logout action shuts
down the virtual machine and conserves
energy. End users must make sure to save
their work before logging out.

Disconnect: closes the virtual desktop session
window. However, the virtual session remains
active until the next sign-in. End users can
resume their work easily. The Sustainability
leaf icon appears only when the sustainability
feature is enabled.

Webcam selection

Starting with version 24.12.0, external webcam selection is now available in the new toolbar. Users

can use the camera icon given in the toolbar.

Connection strength indicator

Starting with 2501 version, Citrix Workspace app for Android supports the Connection Strength
Indicator (CSI) on the new in-session toolbar. This feature displays a network strength icon that
alerts you of network issues. By clicking the icon, you can view real-time connection statistics for
the client, gateway, and VDA, and copy diagnostic information to share with IT for advanced

troubleshooting.
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Connection Strength

Poor &

Your connection is unstable. You may experience
frequent disruptions and poor perfarmance

Hide Details

NOTE:

This feature is enabled by default. You can see the Connection Strength icon on the new
toolbar when you open the session. You can disable the feature through the Global App

Configuration service as follows:
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Prerequisites

To use this feature, you must enable the Improved in-session toolbar feature. By default, the new
toolbar feature is disabled. Administrators must enable the new toolbar feature through Global App

Configuration service. This feature is available only in the VDA version 2407 or later.

For more information, see Improved in-session toolbar feature.

Sustainability initiative from Citrix Workspace app
Previously, virtual desktops were left in a disconnected state when users closed them by tapping

the home button. This consumed unnecessary energy and power resources.

We have introduced a sustainability initiative that encourages users to conserve energy that might
be used due to running unused virtual desktops. Also, admins can customize the sustainability

message dialog box contents.

When this feature is enabled, a prompt is displayed to sign out from the desktop session when a
user closes a virtual desktop. This feature might help conserve energy if there are Windows OS

policies that are used to shut down VMs when no users are logged in.

NOTES:

 This feature is disabled by default.

 This feature is available on both cloud and on-premises store.

To enable this feature, do the following:
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1. Navigate to Citrix Studio.

2. Click Delivery Groups from the left navigation pane.

3. Select the required VDA from the Delivery Group section.

4. Click the Edit icon. The Edit Delivery Group page appears.

5. Click Desktops from the left navigation pane.

6. Select the required VDA where you must add the keywords.

7. Click Edit. The Edit Desktop page appears.

8. Setthe ICA-LogoffonClose keywordto true inthe Description field.

9. Click OK. The following dialog box appears when you close the virtual desktop.

7 Log out or disconnect?
k

Logging out consumes less energy, but any unsaved changes will be lost. Save your work

before logging out.

End users can exit from the session in two ways:

Sign out to save energy - This sustainability action shuts down the virtual machine and conserves

energy. End users must make sure to save their work before signing out.

Disconnect to close the virtual desktop session window. However, the virtual session remains

active until the next sign-in. End users can resume their work easily.

Customizing the text in the Save Energy screen

Admins can customize the disconnect and log out dialog box contents in the Saved energy screen.

Configure

Admins can customize the sustainability dialog box contents using the following keywords in DDC

for both on-premises and cloud setup:
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The maximum number of characters allowed in the Description field is 200.

KEYWORD DESCRIPTION

ICA-LogOffOnClose Keyword for enabling/disabling Sustainability.
The default value is false.

ICA-Icon Keyword for enabling/disabling Sustainability
leaf Icon. Even if this setting is empty, the ICA-
LogOffOnClose setting applies.

ICA-PromptMessage Keyword for customizing the prompt message
that appears in the dialog box. If you haven't
given a customized message, then the default
message applies.

ICA-Title The keyword for customizing the title that
appears in the dialog box. If you haven't given
a customized message, then the default
message applies.

NOTES:

» The disconnect and log out dialog boxes appear according to the parsed key.

* If you choose not to use the sustainability feature, then the admin can configure the key
LogOffOnClose to false. However, the user sees the default dialog box, and can choose
to click the "Don't ask me again" checkbox. When the user clicks this option, the session

disconnects, but the dialog box doesn't appear in subsequent sessions.

Customization:
To customize the text in the Save Energy screen, do the following:

1. Follow steps 1-8 from the preceding section.
2. Setthe ICA-PromptMessage keyword to the required text in the Description field.

3. Setthe IcA-Title keyword to the required text in the Description field.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 188



Citrix Workspace™ app for Android

4. Setthe ICA-Icon keyword to true or false.

Example:

KEYWORDS: ICA-LogOffOnClose=true ICA-PromptMessage="Do you want to sign
out from the session?" ICA-Title="Sign out or disconnect" ICA-Icon=true

The following screenshot displays how to edit desktop group dialogs:

For on-premises setups

vy Fv s
Applications and Desktops Total: 1

Unregistered: 0

. tal: 1

Edit Delivery Gre| Edit Desktop cr‘ed: ]

Display name: I |RdsDes ktopAndAppGroup |

stUdiO Description: | KEYWORDS:ICA-LogOffOnClose=true ICA-PromptMessage="Do you want to sign out|

The name and description are shown in Citrix Workspace app.

|| Restrict launches to machines with tag: o
Users.

Desktop: ®) Allow everyone with access to this Delivery Group to use a desktop

Applicati () Restrict desktop use to:

Applicat =
o Add users and groups

User Setd

StoreFro|

Access Py

Restart §

Add... Remove

/| Enable desktop
Clear this check box to disable delivery of this desktop.

State

For cloud setups
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Edit Desktop

Display name:

V2RDSW2k19

Description:

KEYWORDS:ICA-LogoffOnClose=true ICA-PromptMessage="Do you want to Log

The name and description are shown in Citrix Workspace app.

Cj Restrict launches to machines with tag:

Allow everyone with access to this delivery group to use a desktop

(@ Restrict desktop use:

Allow list 4
CWAWINAD\Domain Users

TestVeda(CWAWINAD\TestVeda)

D Cameo

B Enable desktop
Clear this check box to disable delivery of this desktop.

Session roaming
When enabled, if the user launches this desktop and then moves to another device, the same session is
used, and applications are available on both devices. When disabled, the session no longer roams

between devices.

«»
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The keywords are assigned by default for new desktop machines assigned to the group. For

existing desktop machines, you must run the following PowerShell commands for changes to

apply:

$dg = Get-BrokerDesktopGroup -Name '<group name>' -Property
'"Name', 'Uid'

$apr = @( Get-BrokerAssignmentPolicyRule -DesktopGroupuUid $dg.Uid
-Property 'Description' )

Get-BrokerMachine -DesktopGroupUid $dg.Uid -IsAssigned $true | Set-
BrokerMachine -Description $apr[@].Description

With this PowerShell script, it's possible to have multiple assignment policy rules for a single
Delivery Group. Using Citrix Studio also, you can configure multiple Assignment policy rules,

each with a unique description value, and a possible set of different keywords.

5. Click OK. The following dialog box appears when you close the virtual desktop:

¥ Sign out or disconnect

D0 you want to sign out from the $ession?

When ICA-Icon=false — Leaf icon will not be shown
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Sign out or disconnect

Do you want to sign out from the session?

Support for multi-site store failover based on geo-location

Starting with version 24.5.0, the multi-store failover handling feature improves multi-store failover
handling by running store address checks asynchronously and removing outdated store entries
when a new failover store address is detected. When a failover occurs due to an outage, the

Global Server Load Balancer (GSLB) redirects the client to a new site.

This feature ensures that, when launching a previously added store, the Gateway detector checks
if the store address has changed based on the user's geo-location. If a new address is found, the
client automatically removes the old store entry and adds the new one. This process runs in the

background, allowing for a seamless transition to the new store without manual intervention. Note

that this feature applies only to on-premises stores.

Prerequisite

The user must log in to the store.

Limitation
If the log-in session cookie expires, the multi-store failover does not happen automatically because

the API for fetching the URL fails. In this case, the login page is prompted.

Enhanced mouse pointer mode

Starting with the version 25.5.0, Citrix Workspace app for Android introduces enhancements to
mouse pointer mode, providing a smoother and more consistent experience. The mouse pointer

now moves more naturally by responding to swipe velocity.

Default display settings

Previously, the default display setting was Fit screen.
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Starting with version 25.5.0, Citrix Workspace app for Android unifies session resolution settings
across mobile platforms. By default, sessions use Match client DPI mode, which matches the

client's DPI for a sharper, more consistent experience across devices.

Use cases
For new installations, enabling the feature flag sets the default display setting to Match client DPI.

New users get the best display experience immediately.

For existing users, enabling or disabling the feature flag after installation does not change the

display setting. Users must update the setting manually by going to Settings > Display:
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4:00 O

Session resolution

(® Match client DPI

Match server
Fit screen
Optimize for high resolution

Optimize for metro apps

CAMNCEL

Shortcuts for virtualized apps and desktops on home screen

Starting with version 25.5.0, users can launch Citrix-delivered virtual apps and desktops directly
from their Android home screen. This feature streamlines access and delivers a native-like app

experience.
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Open Desktop

Restart

Remove from favorites

Add to Home Screen

View Details

% 1] Q. <

Enhanced virtual desktop screen resizing experience

Starting with the 25.5.0 version, Citrix Workspace app for Android ensures a smooth transition and
prevents gray screens and flickers when resizing or stretching your virtual desktop screen. This

feature is enabled by default.

Auto-launch desktops and apps

Starting with version 2507, Citrix Workspace app for Android automatically launches designated

desktop or applications upon user login based on administrator preferences.
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To ensure a core application launch automatically in Citrix Workspace, administrators must append

the string KEYWORDS:AutoStartPrimaryApp to the application description. After it is configured,

these applications start automatically for all users.
The following are the steps for administrators:

1. Open the management console.

2. Start Citrix Studio (or your organization’s Citrix management portal) and sign in with an account

that has the rights to edit published applications.

3. Locate the application

4. Navigate to apps (or the equivalent section) and find the app you want to auto-start (for

example, Notepad).

5. Edit app properties

6. Select the app and choose Edit or Properties. Find the Description field.

7. Append the auto-start keyword.

8. At the end of the description text, append a single space followed by the exact keyword:

KEYWORDS : AutoStartPrimaryApp

9. Save the changes.

10. Click OK or Save or Update to persist the edited application description.
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Session Launch Experience Improvement

Previously, the launch progress dialog box wasn't intuitive to the users. The notification message
was static. A gray screen appeared prior to the desktop image rendering, which resulted in a flicker

and glitch-like effect.

Starting with version 25.7.0, Citrix Workspace app for Android ensures an enhanced desktop
launch experience. Now, you experience a seamless, flicker-free transition to your desktop without
intermediate screens. Users can view meaningful notifications about the launch progress. This

feature is enabled by default.

The improved app and desktop launch experience is more informative, modern, and provides a
user-friendly experience on Citrix Workspace app for Android. This new improved launch
experience helps to keep the users engaged with timely and relevant information about the launch

status.

Enhanced Connection Strength Indicator

Starting with 25.7.0 version, Citrix Workspace app for Android supports more features to the

existing feature Connection Strength Indicator (CSI) on the new in-session toolbar.
The following are the enhancements:

» Brand-new Ul: A redesigned user interface for improved clarity and user experience.

* Additional Connection Details:

o

Signal Strength: Displays and records the Wi-Fi signal strength.

o

Bandwidth: Displays and records the bandwidth data.

o

CPU: Displays and records the current device CPU usage status.

o

Memory: Displays and records the current device memory usage status.

o

Disk: Displays and records the current device disk usage status.

» Scored Metrics and Recommendations: Scores are calculated for latency, signal strength,
and bandwidth. If a score is Fair or Poor, a recommendation is added to the layout to help

address the issue.

e Connection History: Records the last 15 minutes of connection history and displays it in a
chart at the bottom of the layout. It is a composite score calculated based on bandwidth, signal
strength, and latency. This historical data is also included in the logs when copied or

downloaded.
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» Download details: It records all connection items (that is, latency, bandwidth and signal
strength) along with local device stats (that is, CPU usage, memory usage and disk usage in
percentage). It also includes the status of the connection history. The timeline of the stored

data is last 15 minutes.
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Connection

o Your connection is fair

You may experience occasional disruptions.

Recommendation (1)

-

Network

Your latency is high. Reduce other network traffic (such as
streaming). If using Wi-Fi, try a wired connection.

1-\.

Connection details

Network
Protocol
Latency (ms)

Signal strength (dBm)

Local device
Workspace app version
Device Name

Device 0OS

Bandwidth (Mb/s)

CPU (%)

Memory (%)

Disk (%)

Virtual desktop

version

Host name

Host 0OS

Virtual Delivery Agent (VDA)

EDT
Fair (250)

Excellent (-39)

25.5.10

samsung (SM-S9010)
Android 15 (AP1 35)
Excellent (2)

25

67

78

7.44.100.0

NKG-SHEVAM-01

Microsoft Windows 10 kiR
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Connection

Local device

Workspace app version 25.5.10

Device Name samsung (SM-S9010)
Device 0S Android 15 (API 35)
Bandwidth (Mb/s) Excellent (89)

CPU (%) 51

Memory (%) 70

Disk (%) 78

Virtual desktop

Virtual Delivery Agent (VDA) 7 44.100.0
version . '
Host name NKG-SHEVAM-01

Microsoft Windows 10 kiR

HOStOS 10.0.19045

Host gateway global.g.nssvc.net:443

Transport protocol in use UDP -= DTLS -> CGP -= ICA

Transaction ID

{5486b159-6efe-dece-ba06-dd164b896bfb} |

Session duration

29 min 20 sec

Connection history (15 mins)
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Visibility in to real-time progress during resource launches

Starting with version 25.9.0, Citrix Workspace app for Android provides granular progress status
during the launch of apps and desktop. This feature provides real-time feedback during the launch
of the virtual desktop or application with a progress tracking system. This functionality allows users
to monitor the status of the launch in real-time, helping to manage expectations and reduce

uncertainty.

Benefits

 Displays clear and dynamic progress updates during resource launch.
» Helps users understand whether a launch is in progress or encountering delays.
» Enhances transparency and confidence in the connection process.

» Improves the overall usability and responsiveness of the Citrix Workspace experience on

Android devices.

Seamless single sign-on for Entra ID joined VDAs

Starting with version 2511, Citrix Workspace app for Android supports seamless single sign-on
(SSO0) support with Microsoft Entra ID joined VDAs on cloud deployments. Previously, users were
prompted for credentials when launching HDX sessions with Microsoft Entra ID joined VDAs
because SSO was not available for this scenario. This change provides admins the option to
configure SSO - the need to enter credentials at session launch can be omitted, streamlining

authentication for organizations using Entra ID as their primary identity provider.

With this feature, users migrating from Active Directory to Entra ID can launch sessions without

manual credential entry, delivering an improved and simplified authentication experience.

System requirements

The following are the system requirements for using Microsoft Entra SSO:

e Control plane: Citrix DaaS

Citrix Cloud Commercial (US, EU, and APS)

Citrix Cloud Japan

e User portal: Citrix Workspace

Virtual Delivery Agent (VDA)
e Windows: version 2507 or later

 Citrix Workspace app for Android: version 2511 or later
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» Session host OS: Windows 11, version 24H2 with 2025-09 Cumulative Updates for Windows
11 (KB5065789) or later installed (build 26100.6725)

Considerations

Microsoft Entra ID single sign-on is only supported when accessing Citrix Workspace through Citrix
Workspace app. If your users access Citrix Workspace through a web browser, single sign-on will

not work.

Auto Client Reconnect is not supported when Microsoft Entra ID single sign-on is used to log into
the session. This feature is automatically disabled when this logon method is used. Session

Reliability is still available for automatic reconnection in case of network disruptions.

When a virtual desktop is locked, the default behavior is to display the Windows lock screen.
Depending on your authentication requirements, you might need to change the session lock

behavior. For more information, see Session lock behavior in Citrix DaaS documentation.

How to configure Microsoft Entra ID single sign-on

For detailed information, see How to configure Microsoft Entra ID single sign-on in Citrix DaaS

documentation.

Always On Tracing (AOT)

Citrix Workspace app for Android now supports Always On Tracing (AOT), continuously capturing
readable diagnostic logs for user sessions and system events to simplify troubleshooting and

reduce reliance on Citrix Support.

For more information, see Uploading the AOT logs from Citrix Virtual Apps and Desktops core

components in Citrix Virtual Apps and Desktops™ documentation.

IdP chained logout on inactivity timeout

Citrix Workspace app for Android now supports Identity Provider (IdP) chained logout when
Workspace sessions time out due to inactivity. This enhancement ensures that both the Workspace
session and the associated IdP session terminate when an inactivity timeout occurs, requiring

users to re-authenticate with the IdP for subsequent login attempts.

Previously, an inactive Workspace session terminated only the Workspace session itself. When
users attempted to log back in and the system redirected them to an Identity Provider such as
Entra ID, the IdP session remained active. This behavior allowed users to re-enter Workspace

without providing credentials again, creating a security gap.
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The IdP chained logout feature addresses this security concern by triggering an IdP logout when a
Workspace session times out due to inactivity. This process terminates the IdP session completely,
ensuring that users must re-authenticate with the IdP for any subsequent login attempts after an

inactivity timeout.

Benefits

Organizations require the IdP session to end when Citrix Workspace logs out. This feature aligns
with security requirements by ensuring that inactive Workspace sessions properly terminate the

associated IdP sessions, enhancing overall security and compliance.

Configuration

Administrators can enable or disable this functionality through a new configuration setting within

the Workspace configuration. You can manage this setting to suit your organization's security

policies.

kspace configuration Workspate Android

o off identity provider after inactivity timeout

Innctivity timaout for wab browser

‘When end users acoess their store from a web browser, specity how long they can be inact LT ¥ affects o the store and d ity to any active app or deskiop sessions.

Inactivity timecut for Workspace app

W e e Lber BCCEESES thes 1008 Tram The Workspace sgp. specily o s b U g o ged out. The insctivity imeout ondy WHBcts the connection 1o the sone and does et spply 10 sey Betive Bpp of deskiog
sassions.

Desktep

Appliees to Windorws, mac(IS, sed Linux

Mabile

@D oo

o oW

Applies to Androkd, 105, and Pad0s

Important considerations

This implementation provides a chained IdP logout, which specifically logs users out of the IdP
session. This approach differs from a federated IdP logout, which terminates sessions for other
applications. This feature ensures that only the IdP session relevant to Citrix Workspace

terminates.

For more information, see Workspace Sessions in Citrix Workspace documentation.
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Session toolbar configuration through Global App Configuration service and
Mobile Device Management

Citrix Workspace app for Android supports centralized session toolbar configuration through both
Global App Configuration service (GACS) and Mobile Device Management (MDM) solutions. This
enhancement allows administrators to control which toolbar options users see during their
sessions, standardizing user experiences across the organization while maintaining security and

compliance requirements.

Configuration methods

Administrators can configure session toolbar options using the following two methods:
Global App Configuration service (GACS):

Administrators can configure toolbar settings through Citrix Cloud's Client App management
interface. The configuration process is as follows:

1. Signin to Citrix Cloud and navigate to Client app management.

2. Select Citrix Workspace app > Session experience > Toolbar.

3. Choose the desired toolbar options and apply platform filters as needed.

4. Enable or disable specific toolbar features through checkboxes.

5. Click Save and Publish the configuration to make it effective.
GACS configuration changes take up to 6 hours to take effect due to caching mechanisms.
Mobile Device Management (MDM):

MDM deploys configurations through enterprise mobility management solutions as managed
configurations for Citrix Workspace app for Android. MDM settings override GACS configurations
when both exist. Organizations add session toolbar configurations to appSettings as name-value

key pairs within the managed configuration policy.

Supported toolbar options

The session toolbar configuration includes the following options:

NAME DESCRIPTION MDM SETTING KEY
Camera option in toolbar Shows the Camera option in enableCameraToolbarOpti
the session toolbar, letting on

users select camera sources
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NAME

Casting option in toolbar

Connection strength option in

toolbar

Ctrl+Alt+Del (Lock) option in
toolbar

Devices option in toolbar

Disconnect option in toolbar

Display settings option in
toolbar

Extend option in toolbar

DESCRIPTION

(front, rear, or external) for
redirection

Shows the Casting option in
the session toolbar, enabling
users to cast from their
mobile device to nearby Citrix
Ready workspace hub
devices

Shows the Connection
strength option in the
session toolbar, providing
real-time insights into
connection quality

Shows the Ctrl+Alt+Del
(Lock) option in the session
toolbar. When disabled,
prevents this key combination
from reaching the VDA

Shows the Devices option in
the session toolbar,
displaying a list of connected
USB devices

Shows the Disconnect
option in the session toolbar.
When disabled, users
disconnect sessions by
closing the tab

Shows the Display settings
option in the session toolbar,
presenting a list of display
resolution settings that users
can modify

Shows the Extend screen
option in the session toolbar,
letting users extend the

MDM SETTING KEY

enableCastingToolbarOpt

ion

enableConnectionStrengt

hToolbarOption

enableCtrlAltDelToolbar
Option

enableDevicesToolbarOpt

ion

enableCloseToolbarOptio

n

enableDisplaySettingsTo
olbarOption

enableExtendToolbarOpti

on
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NAME

Help option in toolbar

Keyboard option in toolbar

Magnifier option in toolbar

New toolbar

Pointer option in toolbar

Scan document option in
toolbar

Scroll, pan, multi-touch
options in toolbar

DESCRIPTION

session screen to an external
monitor

Shows the Help option in the
session toolbar, providing
guidance on using the toolbar
and gestures

Shows the Keyboard option
in the session toolbar for
displaying or hiding the on-
screen keyboard

Shows the Magnifier option
in the session toolbar for
magnifying the area under
the cursor

Shows the new session
toolbar instead of the legacy
toolbar interface

Shows the Pointer option in
the session toolbar for
displaying or hiding the
cursor on the screen

Shows the Scan document
option in the session toolbar,
opening the camera to take
pictures and scan them as
PDF files

Shows the Scroll, Pan, and
Multi-touch options in the
session toolbar as tri-state
options for page scrolling,
screen panning, and multi-
touch gestures

MDM SETTING KEY

enableHelpToolbarOption

enableKeyboardToolbarOp

tion

enableMagnifierToolbarO

ption

enableNewToolbar

enablePointerToolbarOpt

ion

enableScanDocumentToolb

arOption

enableScrollPanMultitou
chToolbarOption
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NAME DESCRIPTION MDM SETTING KEY
Switch apps in toolbar Shows the Switch apps enableSwitchAppsToolbar
option in the toolbar, letting Option

users switch between
applications in virtual app
sessions

Benefits

e Centralized management: Administrators can control toolbar configurations centrally through

GACS or MDM, ensuring consistent user experiences across the organization.

» Enhanced security: Organizations can restrict access to specific toolbar functions based on

security policies and compliance requirements.

» Flexible deployment: The feature supports both cloud-based GACS and on-premises MDM

solutions, accommodating different organizational infrastructures.

 Priority-based configuration: MDM settings override GACS configurations, enabling granular

control for specific device groups or users.

* Immediate application: Toolbar configuration changes apply to new sessions immediately

after the configuration cache refreshes.

Store experience

Unauthenticated users

Citrix Workspace app supports unauthenticated (anonymous) users. Anonymous users can launch

{{page.cvad}} and {{page.cdaas}} (formerly {{page.cvad}} service) sessions successfully.

Security settings

Citrix® recommends using stores that are secure. Besides, it's a good practice to have HTTP strict

transport security (HSTS) setting enabled for secure stores.

Do the following steps to enable the HSTS setting:

1. In Citrix {{page.sf}}, under Stores, tap the link of the particular store to enable the security
settings.

2. The Manage Receiver for Web Sites dialog box appears.

3. Tap Configure.
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4. The Edit Receiver for Web site dialog box appears.

5. Tap the Advanced Settings tab and select Enable strict transport security.
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Authenticate

Smart cards

Citrix Workspace app for Android supports authentication through {{page.cgtwy}} using the

following methods, depending on your edition:

» No authentication (Standard and Enterprise versions only)
» Domain authentication
» SMS Passcode (one-time PIN) authentication

» Smart card authentication
Citrix Workspace app for Android now supports the following products and configurations.
Smart card readers:

» BaiMobile 3000MP USB Smart Card Reader
Smart cards:

e PIV cards

e Common Access Cards
Configurations:

» Smart card authentication to {{page.cgtwy}} with {{page.sf}} 2 or 3 and {{page.cvad}} 7.x and

later.

NOTES:

» Other token-based authentication solutions can be configured using RADIUS. For

SafeWord token authentication, see Configuring SafeWord Authentication.

» Fast smart card does not currently support Elliptic Curve Cryptography (ECC) smart

cards.
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How to use smart cards

PREREQUISITE

 Install C4E app from play store to use smart cards. Contact email address:

mailto:android@citrix.com for licenses.

To use smart cards to access apps:

1. If you want to configure Citrix Workspace app automatically to access apps when you create an

account, in the Address field, enter the valid URL of your store. For example:

* .organization.com

* netscalervserver.organization.com

2. Insert the smart card along with the supported reader to your Android device. The Citrix

Workspace app automatically detects the smart card.
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OB % NlE63%

-
-
-

e Welcome

To get started, enter your company email address
or Store URL

Email address or Store URL

Use Smartcard .

Smartcard Reader Detected

= O o4

3. Select the Use Smartcard option to authenticate.
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NOTE:

* Your access to the store stays valid for approximately one hour. After that time, you must

sign in to refresh your access or start other apps.

Support for FIDO2-based authentication when connecting to
HDX™ gession

Starting with the 23.8.0 version, Citrix Workspace app for Android now supports password-less

authentication within a {{page.cvad}} session using FIDO2-based authentication methods.

This feature allows users to sign in to a WebAuthn-supported website in browsers. For example,
Google Chrome or Microsoft Edge using FIDO2-supported platform authenticators such as
fingerprint, and device PIN. Simply opening a WebAuthn-supported website triggers password-less

authentication.

Signing in to the Citrix Workspace app or desktop session using password-less authentication isn’t

supported on FIDO 2.

Roaming authenticators such as YubiKey, or Smart Card aren't supported in Citrix Workspace

app for Android.

For more information about the prerequisites for this feature, see Local authorization and virtual

authentication using FIDO2 in the {{page.cvad}} documentation.

Inactivity timeout for Citrix Workspace app sessions

The administrator can specify the amount of idle time that is allowed. After the time-out value, an

authentication prompt appears.

For more information, see Inactivity timeout for Citrix Workspace app sessions.

Support for biometric authentication after inactivity

After the inactivity timer expires, the end user is asked to authenticate themselves using biometric

features such as facial recognition and fingerprint scanning.

© 1997-2026 Citrix Systems, Inc. All rights reserved. 212


https://docs.citrix.com/us/en/citrix-virtual-apps-desktops/secure/fido2.html

Citrix Workspace™ app for Android

The most robust form of biometric authentication available to the end user depends on the OEM of

their device, and they are prompted accordingly.

Support for authentication using FIDO2 when connecting to a
cloud store

Starting with the 24.5.0 version, users can authenticate to Citrix Workspace app using FIDO2-
based password-less authentication when connecting to a cloud store. FIDO2 offers a seamless
authentication method, allowing enterprise employees to access apps and desktops within virtual
sessions without the need to enter user name or password. This feature supports both roaming
(USB only) and platform authenticators (PIN code, Face recognition, and Fingerprint only). This

feature is compatible with Android version 9 and later.

FIDO2 authentication is supported with the Chrome custom tabs. If you are interested in using

FIDO2 authentication with WebView, register your interest using the Google form.

This feature is enabled by default.

YubiKey support for smart card authentication

You can now perform smart card authentication using YubiKey. This feature provides a single-
device authentication experience for Citrix Workspace™ app, virtual sessions, and published apps
in the VDA session. It eliminates the need to connect smart card readers or other external
authenticators. It simplifies the end-user experience as YubiKey supports a wide variety of

protocols, such as OTP, FIDO, and so on.

To sign in to Citrix Workspace app, end users need to insert the YubiKey into their Android device,

turn on the Smart card toggle, and provide their Store URL.

NOTE:

This feature supports only direct connection to Citrix Workspace app on StoreFront
deployments and not through Citrix Gateway. The YubiKey support for smart card
authentication through Citrix Gateway will be available on the future release. Citrix
Workspace app for Android supports only the YubiKey 5 series. For more information on

YubiKey, see YubiKey 5 series.
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User-Agent

Citrix Workspace™ app sends a User-Agent string in network requests that can be used to

configure authentication policies including redirection of authentication to other Identity Providers

(IdPs).

The version numbers mentioned as part of the User-Agent in the following table are examples

and they are automatically updated based on the version you are using.

SCEN ANDR
ARIO OoID
PHON

(WEB
VIEW)

Cloud CitrixR

store eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

ANDR
oID
PHON
E
(CusT
oM
CHRO
ME
TAB)

Mozill
a/5.0
(Linux;
Androi
d 10;
K)
Apple
WebKi
t/
537.36
(KHT
ML,
like
Gecko
)
Chrom
e/
127.0.
0.0
Mobile

ANDR
oID
TABL
ET
(WEB
VIEW)

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XU2D
wB2
CWAC
apable

ANDR
oID
TABL
ET
(CUST
oM
CHRO
ME
TAB)

Mozill
a/5.0
(Linux;
Androi
d13;
SM-
T875
Build/
TP1A.
22062
4.014;
wv)
Apple
WebKi
t/
537.36
(KHT
ML,
like
Gecko

)

ANDR
oID

SAMS
UNG
DEX

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

ANDR
OID
ZEBR

PHON

MODE

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

ANDR
oID
ZEBR

DOCK
MODE

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

ANDR
oID
HONE
YWEL

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable
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SCEN
ARIO

Cloud
store -
SaaS
and
Web

app

ANDR
oID
PHON
E
(WEB
VIEW)

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

ANDR
oID
PHON
E
(CusT
oM
CHRO
ME
TAB)

Safari/
537.36

Mozill
a/5.0
(Linux;
Androi
d 10;
K)
Apple
WebKi
t/
537.36
(KHT
ML,
like
Gecko
)
Chrom
e/
127.0.
0.0
Safari/
537.36

ANDR
oID
TABL
ET
(WEB
VIEW)

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XuUz2D
wB2
CWAC
apable

ANDR
oID
TABL
ET
(cusT
oM
CHRO
ME
TAB)

Versio
n/4.0
Chrom
e/
126.0.
6478.1
33
Safari/
537.36

Mozill
a/5.0
(Linux;
Androi
d13;
SM-
T875
Build/
TP1A.
22062
4.014;
wv)
Apple
WebKi
t/
537.36
(KHT
ML,
like
Gecko
)
Versio
n/4.0
Chrom

ANDR
OID

SAMS
UNG
DEX

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

ANDR
oID
ZEBR

PHON

MODE

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XUz2D
WB2
CWAC
apable

ANDR
OID
ZEBR

DOCK
MODE

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XuUz2D
WB2
CWAC
apable

ANDR
oID
HONE
YWEL

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XuUz2D
WB2
CWAC
apable
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SCEN ANDR
ARIO OoID
PHON

(WEB
VIEW)

On- Forma

premis t:

es Citr

stores ixRec
eiver
/
<App-
versi
on>
Andro
id/
<0S-
versi
on>
<0s-
build
-id>
CWACa
pable

Exam
ple:
CitrixR
eceive
r/
23.6.5

ANDR
OID
PHON

(CusT
oM
CHRO
ME
TAB)

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

ANDR
oID
TABL
ET
(WEB
VIEW)

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XuUz2D
WB2
CWAC
apable
VPNC
apable

ANDR
oID
TABL
ET
(cusT
oM
CHRO
ME
TAB)

e/
126.0.
6478.1
33
Safari/
537.36

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XuU2D
WB2
CWAC
apable

ANDR
OID
SAMS
UNG
DEX

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

ANDR
OoID
ZEBR

PHON

MODE

Forma

Citr
ixRec
eiver
/
<App-
versi
on>
Andro
id/
<0S-
versi
on>
<0s-
build
-id>
CWACa
pable

Exam
ple:
CitrixR
eceive
r/
23.6.5

ANDR
OID
ZEBR

DOCK
MODE

Forma
t:
Citr
ixRec
eiver
/
<App-
versi
on>
Andro
id/
<0S-
versi
on>
<0s-
build
-id>
CWACa
pable

Exam
ple:
CitrixR
eceive
r/
23.6.5

ANDR
oID
HONE
YWEL

Forma
t:
Citr
ixRec
eiver
/
<App-
versi
on>
Andro
id/
<0S-
versi
on>
<0s-
build
-id>
CWACa
pable

Exam
ple:
CitrixR
eceive
r/
23.6.5
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SCEN
ARIO

On-
premis
es
stores
with
NetSc
aler
Gatew

ay

On-
premis
es
store
with
NetSc

ANDR
oID
PHON
E
(WEB
VIEW)

Androi
d/13
TP1A.
22062
4.014.
T875X
Xuz2D
VK3
CWAC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14

ANDR
OID
PHON

(CusT
oM
CHRO
ME
TAB)

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14

ANDR
oID
TABL
ET
(WEB
VIEW)

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XuUz2D
wB2
CWAC
apable
VPNC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/13

ANDR
oID
TABL
ET
(cusT
oM
CHRO
ME
TAB)

CitrixR
eceive
r/
24.7.0
Androi
d/13
TP1A.
22062
4.014.
T875X
XuU2D
WB2
CWAC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/13

ANDR
OID
SAMS
UNG
DEX

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14

ANDR
OID
ZEBR

PHON

MODE

Androi
d/13
TP1A.
22062
4.014.
T875X
XuzD
VK3
CWAC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14

ANDR
OID
ZEBR

DOCK
MODE

Androi
d/13
TP1A.
22062
4.014.
T875X
Xuz2b
VK3
CWAC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14

ANDR
OID
HONE
YWEL

Androi
d/13
TP1A.
22062
4.014.
T875X
Xuz2D
VK3
CWAC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14
UP1A.
23100
5.007.
S901E
XXS7
DXBE
CWAC
apable
VPNC
apable

CitrixR
eceive
r/
24.7.0
Androi
d/14

© 1997-2026 Citrix Systems, Inc. All rights reserved.

217



Citrix Workspace™ app for Android

SCEN ANDR ANDR ANDR ANDR ANDR ANDR ANDR ANDR

ARIO oID oID oID oID oID oID oID oID
PHON PHON TABL TABL SAMS ZEBR ZEBR HONE
E E ET ET UNG A A YWEL
(WEB (CUST (WEB (CusT DEX PHON DOCK L
VIEW) oM VIEW) oM E MODE
CHRO CHRO MODE
ME ME
TAB) TAB)
aler UP1A. UP1A.  TPI1A. TP1A. UP1A. UP1A. UP1A. UP1A.

Gatew 23100 23100 22062 22062 23100 23100 23100 23100
ay and 5.007. 5.007. 4.014. 4.014. 5.007. 5.007. 5.007. 5.007.
nFacto S901E S901E T875X T875X S901E S901E S901E S901E

r XXS7 XXS7 XU2D Xuz2D XXS7 XXS7 XXS7 XXS7

authen DXBE DXBE WB2 WB2 DXBE DXBE DXBE DXBE

ticatio CWAC CWAC CWAC CWAC CWAC CWAC CWAC CWAC

n apable apable apable apable apable apable apable apable
VPNC VPNC VPNC VPNC VPNC VPNC
apable apable apable apable apable apable

On- NA NA NA NA NA NA NA NA

premis

es

store

with

third

party

gatew

ay

SAML authentication with Citrix Workspace App and Citrix Gateway

Prerequisite

To support SAML authentication with Citrix Workspace app and Citrix Gateway, configure the
SAML policies as Advanced (nFactor) authentication policies and bind them to an Authentication
(AAA ) virtual server — not directly on the Gateway load-balancing/VPN virtual server. Basic SAML

policy bindings work for browser access, but they do not work for Workspace app connections.

Key points

« Citrix Workspace app supports SAML, but only when you configure the policy in an Advanced

Authentication (nFactor) flow.
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» The Citrix Workspace app and Gateway plugin require nFactor because they need an
Authentication Virtual Server to handle the SAML redirect and profile binding.

* If you bind SAML directly to the Gateway (classic/basic auth), Citrix Workspace app fails.
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Secure

ProGuard enabled for security

We've enabled ProGuard to make {{page.cw}} for Android secure through obfuscation. ProGuard
renames different parts of the code to prevent inspection of stack traces and makes the Workspace
app secure. ProGuard also reduces the app size by shortening the names of app classes,

methods, and fields.

Cryptography

This feature is an important change to the secure communication protocol. Cipher suites with the

prefix TLS_RSA _doesn't offer forward secrecy and are considered weak.

The TLS_RSA_ cipher suites have been removed. The releases 20.6.5 and later supports
advanced TLS_ECDHE_RSA_ cipher suites. If your environment isn't configured with the

TLS_ECDHE_RSA__ cipher suites, you can't launch the client because of weak ciphers.
The following advanced cipher suites are supported:
TLS v1.2 supports:

« TLS_ECDHE_RSA_ WITH_AES_256_GCM_SHA384
 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

» TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS v1.3 supports:

 TLS_AES 256_GCM_SHA384

« TLS_AES 128 GCM_SHA256

Support for Transport Layer Security 1.3

Citrix Workspace app for Android now supports Transport Layer Security (TLS) 1.3. It boosts
performance and efficiency. TLS 1.3 provides robust security with its strong cipher suites and one-

time session keys.
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End users can enable it on Citrix Workspace app for Android as follows:

1. Go to Citrix Workspace app Settings > TLS version.

2. Tap the Select protocol version option and select TLS v1.3.
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Select protocol version

® Default

O TLSV1.2

(O TLSV1.3

CANCEL

For more information, see Cryptography

For more information on help documentation, see TLS version.
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Jailbroken devices

Jailbroken devices are those whose owners have modified them, typically to bypass security
protections. Jailbroken Android devices pose security risks to your deployment when users connect
with them. When Citrix Workspace app for Android does a basic detection of a jailbroken Android

device, the app displays an alert to the user.

154900 @ B - N Frall 3

Security alert

Citrix Workspace detected that this
device has been jailbroken and can not
be trusted to run this app securely.

EXIT APP

To further help secure your environment, you can configure StoreFront™ or Web Interface to help

prevent detected jailbroken devices from running apps.
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NOTE:

Citrix Workspace™ app deactivates itself if it detects a jailbroken device to protect data and

maintain security. This ensures that the app cannot be used on devices with unauthorized

modifications.

Requirements:

* Citrix Workspace app for Android 24.7.0 or later.

» Access to StoreFront or Web Interface through an administrator account.
To help prevent detected jailbroken devices from running apps:

1. Sign in to your StoreFront or Web Interface server as a user with administrator privileges.
2. Find the file default.ica, which is in one of the following locations:
e C:\\inetpub\\wwwroot\\Citrix\&ast;storename* conf (Microsoft Internet
Information Services)

e C:\\inetpub\\wwwroot\\Citrix\&ast;storename*\\App _Data (Microsoft Internet

Information Services)

e ./usr/local/tomcat/webapps/Citrix/XenApp/WEB-INF (Apache Tomcat)

3. Under the section , add the following: AllowJailBrokenDevices=0FF

4. Save the file and restart your StoreFront or Web Interface server.

After you restart the StoreFront server, users who see the alert about jailbroken devices can't start

the apps from your StoreFront or Web Interface server
To allow detected jailbroken devices to run apps:

If you don't set AllowJailBrokenDevices , the default is to display the alert to jailbroken device

users but still allow them to open applications.

If you want to allow your users to run applications on jailbroken devices specifically, set

AllowJailBrokenDevices=0N .

When you set AllowJailBrokenDevices to ON, your users see the alert about using a

jailbroken device, but they can run applications through StoreFront or Web Interface.
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Troubleshoot

How to check app's version

To know which version of Citrix Workspace app you're using, see the article How to check app’s

version in the help documentation.

How to upgrade to the latest version

To upgrade the Citrix Workspace app to the latest version manually, do the following:

1. Open Play Store.

2. Search for {{page.cw}}.

If an update is available, tap Update.

Update the app automatically

By default, apps are updated automatically when the following conditions are met:

e The device is connected to a Wi-Fi network.
» The device is charging.
» The device is idle (not actively used).

e The Citrix Workspace app isn't running in the foreground.

NOTE:

The Google Play Store checks for app updates once a day. So, it can take up to 24 hours
before an app update is added to the update queue. After an app is added to the queue, it will

be automatically updated the next time when the conditions are fulfilled.

How to reset Citrix Workspace app

To reset the app, you can do one of the following:
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 Clear the Citrix Workspace app storage data. Go to Android device Settings > Apps > select
Citrix Workspace app > Storage > Clear Cache.
or

» Uninstall Citrix Workspace app and install the latest Citrix Workspace app for Android from

Google Play that has the latest fix.

Deleting existing accounts from Citrix Workspace app resets the account and not Citrix

Workspace app itself.

How to collect logs

Log collection is important as it can help identify issues. Starting from the 24.3.5 version, the log
file now contains more comprehensive information that can assist IT administrators and customer

support teams in analyzing the scenario better.

For more information, see the article How to collect logs in the help documentation.

How to provide feedback

You can send us feedback about Citrix Workspace app for Android and report issues using the
same interface. For more information, see the article How to provide feedback in the help

documentation.

How to request for enhancements

To request for Citrix Workspace app for Android feature enhancements, fill the Google form.

How to access technical preview features

To know about the features that are in technical preview, see Features in Technical Preview.

How to provide feedback on EAR

You can give the EAR feedback at: https://forms.gle/joYc7K5teg4zcWNr7.
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Common issues and troubleshooting tips

Installation failures

When Citrix Workspace app isn't supported by default on Android TV, reach out to us through

enhancement requests.

Authentication and store addition

If you observe issues about authentication or store addition, check for the following.

Invalid input

You might have entered:

 invalid credentials

 incorrect store URL

typos while entering the credentials and the store URL

HTTP instead of HTTPS.

Web Interface mode

You can also try to use Web Interface mode. On the first page of the app, tap Get started. On the

Welcome page, enter the store URL and enable Add acount type as Web Interface.
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16:18 B fk bl »

X Welcome -
To get started, entef yOur company emiall address
o store UR

pmdcwa.cloud.cun'll
Add account type as Web Interface .

Smart card

If the smart card authentication isn't working, install the baiMobile Credentials app. If the

baiMobile Credentials app detects your smart card, contact us to look into the issue further.

' GOOgIe Play Games Apps Movies & TV Books Children Q @

baiMobile® Credentials

RIMUS Technologies Pvt. Ltd.

1.8% 100+ €
6 reviews Downloads Everyone @
$9.99 Buy < share  [f]
[0 This app is available for all of your devices & You can share this with your family. Learn more about Family Library,
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NetScaler® policy configurations

To troubleshoot connection issues, see the NetScaler Gateway for mobile devices Knowledge

Center article.

Session launch

To view session statistics:
 from the session toolbar, tap the mouse pointer icon four times

or

e run ctxsession -v command in session terminal.

Failed to launch desktop

To troubleshoot, see the following Knowledge Center articles:

» Error code 2524
e Error code 2523
e Error code 2502

e Error code 2517

Permissions to access peripherals

Enable proper setting permissions.

Client Selective Trust

Enable settings for Microphone, Location, and Camera. Go to Citrix Workspace app Settings >

Store settings and enable CST settings for a selected store.
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11:31 © oF M SilalfF3%

€&  Store settings

Set permission for

https://mywork.cloud.com/Citrix/Store -

5

Device Storage

Ask every time

Microphone »

Location »

Camera »

Enable mouse pointer

After you start a session, tap on the toolbar and tap the mouse pointer icon to enable the mouse

pointer.
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Enable Keyboard

If your organization's administrator hasn't enabled the automatic keyboard display feature by

default, contact your organization's administrator for further assistance.

Administrators must enable the Automatic keyboard display policy in the DDC setting.
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Edit Setting

Automatic keyboard display

Pt
i) Allowed

Enables the automatic display of the soft keyboard on mobile devices.

(®) Prohibited
Prohibits the automatic display of the soft keyboard on mobile devices.

* Applies to the following VDA versions
Virtual Delivery Agent: 5.6 Feature Pack 1, 7.0 Server 05, 7.0 Desktop O35, 7.1 Server 05, 7.1 Desktop
05, 7.5 Server 035, 7.5 Desktop OS5, 7.6 Server 05, 7.6 Desktop O35, 7.7 Server 05, 7.7 Desktop O35, 7.8
Server 05, 7.8 Desktop 05, 7.9 Server O5, 7.9 Desktop 05, 7.11 Server 05, 711 Desktop 05, 7.12
Server 05, 712 Desktop 05, 7.13 Server 05, 7.13 Desktop O35, 7.14 Server 05, 7.14 Desktop 05, 7.15
Server 05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05, 717 Server 05, 7.17 Desktop O5, 7.18
Server 05, 7.18 Desktop 05, 1308 Multi-session Q5, 1808 Single-session 05, 1811 Multi-session 05,
1811 Single-session 05, 1203 Multi-session 05, 1903 Single-session O35, 1906 Multi-session O35, 1906
Single-session 05, 1909 Multi-session 05, 1909 Single-session 05, 1912 Multi-session 05, 1912
Single-session 05, 2003 Multi-session 05, 2003 Single-session 05, 2006 Multi-session 05, 2006
Single-session 05, 2009 Multi-session 05, 2009 Single-session 05, 2012 Multi-session 05, 2012
Single-session 05, 2103 Multi-session 05, 2103 Single-session 05, 2106 Multi-session 05, 2106
Single-session 05, 2109 Multi-session 05, 2109 Single-session 05, 2112 Multi-session 05, 2112
Single-session 05, 2203 Multi-session 05, 2203 Single-session 05

¥ Description
Enables or disables the automatic display of the soft keyboard on maobile devices. By default, the
automatic keyboard display is disabled.

o [T

Jailbroken devices

Jailbroken devices are those whose owners have modified them, typically to bypass security
protections. Jailbroken Android devices pose security risks to your deployment when users connect
with them. When Citrix Workspace app for Android does a basic detection of a jailbroken Android

device, the app displays an alert to the user.
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Security alert

Citrix Workspace detected that this
device has been jailbroken and can not
be trusted to run this app securely.

EXIT APP

To further help secure your environment, you can configure StoreFront™ or Web Interface to help

prevent detected jailbroken devices from running apps.

NOTE:

Citrix Workspace™ app deactivates itself if it detects a jailbroken device to protect data and
maintain security. This ensures that the app cannot be used on devices with unauthorized

modifications.
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Requirements:

» Citrix Workspace app for Android 24.7.0 or later.

» Access to StoreFront or Web Interface through an administrator account.

For more information, see Jailbroken devices.

Always On Tracing (AOT)

Starting with version 26.3.0 (2603), Citrix Workspace app for Android supports Always On Tracing
(AOT), continuously capturing readable diagnostic logs for user sessions and system events to

simplify troubleshooting and reduce reliance on Citrix Support.

For more information, see Uploading the AOT logs from Citrix Virtual Apps and Desktops core

components in Citrix Virtual Apps and Desktops™ documentation.

FAQs

e How to improve the virtual app and virtual desktop's video user experience for low-powered

devices or mobile devices?
o For more information see, Video user experience Knowledge Center article.

» Accessing Resources - | can't see my apps or desktops after signing into Citrix Workspace

app?

o Contact your company’s help desk or your IT Support team administrator for further

assistance.
e How to troubleshoot slow connections?

o Follow the workaround if you experience any of the following issues:
> slow connections to the {{page.cvad}} site
> missing application icons

o recurring Protocol Driver Error messages

Workaround:

o Disable Citrix PV Ethernet Adapter properties for the network interface on the:
o Citrix Virtual Apps™ server

o Citrix Secure Web Gateway™
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o Web Interface server

o The Citrix PV Ethernet Adapter properties include (all enabled by default):

o Large Send Offload
o Offload IP Checksum
o Offload TCP Checksum

o Offload UDP Checksum

No server restart is needed. This workaround applies to the Windows Server 2003 and 2008

32-bit. This issue does not affect the Windows Server 2008 R2.

* Issue with Numeric keys and special characters

o |If the numeric keys or Chinese IME characters do not work properly, disable the Unicode

Keyboard option. To do so, go to Settings > Keyboard Options > and set Use Unicode

Keyboard to disabled.

Troubleshooting error codes

The following table gives you the list of error codes and a probable solution:

ERROR CODE

Error code 437

Error code 41E

Error code 546 or 547

Error code 518

Error code 42B

Error code 548

Incorrect server address + Error code 548

Error code 451

General error

KNOWLEDGE CENTER ARTICLE

https://support.citrix.com/article/CTX463401

https://support.citrix.com/article/CTX235177

https://support.citrix.com/article/CTX231798

https://support.citrix.com/article/CTX277571

https://support.citrix.com/article/CTX260992

https://support.citrix.com/article/CTX250706

https://support.citrix.com/article/CTX578359

https://support.citrix.com/article/CTX554245

https://support.citrix.com/article/CTX256708

https://support.citrix.com/article/CTX219073
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ERROR CODE KNOWLEDGE CENTER ARTICLE

Try connecting again Disable the UDP option. Go to app Settings >
Advance > EDT

Errors messages and description

The following table gives you the list of errors and description. The probable solution is to contact

Citrix Technical support for further assistance:

ERROR DESCRIPTION
SessionManager.Launch.EngineLoadFailed The ICA Engine failed to load/initialize.
SessionManager.Launch.ConnectionFailed The ICA Engine terminated before connecting.
SessionManager.Launch.LogonFailed Session disconnected without completing login
SessionManager.LeaseResolution.Failed Unable to attempt lease launch.
SessionManager.clxmtp.SoftDeny Engine CLXMTP negotiation failed (soft deny).
SessionManager.clxmtp.SoftDeny_Implicit Engine CLXMTP connection failed (implicit soft

deny).
Transport.Connect.NoCGP_Fail Failed to connect (CGP disabled).
Transport.Connect.FallbackFail Failed to connect, tried the ICA fallback.
Transport.Connect.Fail Connection is unavailable.

Citrix Troubleshoot Connection

The Citrix Troubleshoot Connection feature is designed to empower end-users to effectively self-
troubleshoot potential desktop or application launch failures. This enhancement aims to provide
users with clear diagnostics, potential recommendations, and the ability to run fixes with a simple

click.

How it works

The feature delivers more granular and enhanced error messages to help users clearly understand

the root cause of launch failures. The Troubleshoot Connection feature analyzes connection issues
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to the Virtual Delivery Agent (VDA) in real time during the launch process. It then presents user-
friendly error messages and recommendations, enabling users to either resolve the issue directly

or gather logs for a support ticket if needed.

Connection paths analyzed

The feature diagnoses potential virtual app and desktop launch issues across critical connection

points, including:

» Network connectivity from the Client to the Gateway.

Gateway to StoreFront server connection.

» StoreFront server to Broker connection.

Broker to VDA connection.

Enhanced error messages and diagnostics

In the event of launch failures, Citrix now displays clear, user-friendly error messages that pinpoint
specific connection issues, such as network errors, server unavailability, or VDA failures. For
administrators, detailed error codes are provided in the logs, categorized into server-side and

client-side errors, serving as valuable references for deeper investigation.

Self-recovery and remediation actions
The Citrix Troubleshoot Connection feature includes steps that users can take to automatically
recover from common issues, thereby minimizing the need for support intervention. Following are
the potential problems that can be resolved with guided remediation:

* Restart VDA

» Restart Citrix Workspace app. In other words login again to Citrix Workspace app.

» Refresh the resource list

» Refresh the app and try

» Reconfigure the store

e Upgrade Citrix Workspace app

* Reinstall Citrix Workspace app

» Check the network

* Wait And retry
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System requirements

To use the Troubleshoot Connection feature, have the following Citrix Workspace app versions:

Citrix Workspace app for Android: version 25.9.0 and later

The error messages include server error codes for cloud stores from the section Error codes.

The Troubleshoot Connection feature is enabled by default in DaaS environments. Granular error
messages and recommendations are available for both browser-launched sessions and sessions
started with Citrix Workspace app. Error codes and transaction IDs are recorded in logs for
administrator reference. Error codes are categorized as server-side or client-side. For certain
errors, a remediation option to restart the Virtual Delivery Agent (VDA) is provided. This feature
does not support sessions in hybrid mode. For example, it cannot be used when you download an

ICA file in a browser, then open that file using Citrix Workspace app.
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SDK and API

Citrix Virtual Channel Software Development Kit (SDK)

The Citrix Virtual Channel SDK supports writing server-side applications and client-side drivers for
other virtual channels using the ICA protocol. The server-side virtual channel applications are on

{{page.cvad}} servers.

This version of the SDK supports writing new virtual channels for Citrix Workspace app for Android.

If you want to write virtual drivers for other client platforms, contact Citrix Technical support.
The Virtual Channel SDK provides:

» The Citrix Android Virtual Driver AIDL interfaces: IVCService.aidl and IVCCallback.aidl, used
with virtual channel functions in the Citrix Server APl SDK (WFAPI SDK) to create new virtual

channels.
» A helper class Marshall.java designed to make writing your own virtual channels easier.
» Working source code for three virtual channel sample programs that demonstrate programming

techniques.

The Virtual Channel SDK requires the WFAPI SDK to write the server-side of the virtual channel.
For more information on the SDK documentation, see Citrix Virtual Channel SDK for Citrix

Workspace app for Android.
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Deprecation

The announcements in this article give you advanced notice of platforms, Citrix® products, and
features that are being phased out. Using these announcements, you can make timely business

decisions.

Citrix monitors customer use and feedback to determine when they’re withdrawn. Announcements
can change in subsequent releases and might not include every deprecated feature or

functionality.

Deprecated items aren’t removed immediately. Citrix continues to support them in this release but

they’ll be removed in the future.

ITEM DEPRECATION REMOVED IN ALTERNATIVE
ANNOUNCED IN CITRIX
CITRIX WORKSPACE APP
WORKSPACE APP VERSION
VERSION
EDT User Setting 26.7.0 27.3.0 Available as Admin
setting
Metro Apps 25.9.0 26.3.0 -
Citrix Casting 25.9.0 26.3.0 -
Android operating 25.9.0 26.3.0 Android version 14.0
systems earlier than and later are
version 13.0 supported
Android operating 24.5.0 24.7.0 Android version 12.0
systems earlier than and later are
version 12.0 supported
Support for TLS 1.0 24.4.0 24.12.0 TLS1.20rTLS 1.3
and TLS 1.1 protocol
protocols
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ITEM

XenApp Services
(also known as
PNAgent)

Android operating
systems earlier than
version 9.0

Citrix Workspace
app for Android on
ChromeQOS

Workspace with
intelligence

Support for Android
Enterprise

Mobile Workspace
Experience

RSA SecurlD
Authentication

Android operating
systems earlier than
Version 7.0

DEPRECATION
ANNOUNCED IN
CITRIX
WORKSPACE APP
VERSION

2435

24.1.0

23.8.0

2008

1903

REMOVED IN
CITRIX
WORKSPACE APP
VERSION

Future release

24.3.0

23.12.0

23.2.0

23.2.0

23.2.0

1906

ALTERNATIVE

Within the
workspace app,
connect to stores
using the store URL
rather than the
XenApp Services
URL

Android version 9.0
and later are
supported

To use Citrix
Workspace app on
ChromeQS, install
the extension.

Version 7.0 (Nougat)
and later are
supported
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